TI'ocynapcrBenHoe 0101:keTHOE 00111€00pa30BaTeIbHOE YUPEKICHH e
mkoJia Ne 4 Bacuneocrposckoro paiiona Cankr-Ilerepoypra

IIpunsaro YrTBepxIeHo

OO6mwum coOpanuemM pabOTHUKOB [Tpukazom 'BOY mixoma Ned
I'BOY mikona Ne4 BacuiieocTpoBCKOTO BacuneoctpoBckoro paiioHa
paitona Cankr-IlerepOypra Cankr-IlerepOypra
[Tporokos Ne 3 or 01.09.2021 Ne 213/2

ot 24.08.2021

KOHIENINA THOPOPMAIIMOHHOM BE3OIACHOCTHN
HH(OPMALMOHHON CHCTEMbI MEPCOHAJbHBIX JAHHBIX

1. O01ue moJI0KeHUus

1.1. Hacrosimas Konuenuuss wuH@opManroHHOW 06e30mMacHOCTH  MHGOPMAIMOHHOMN
cHCTeMbl TMepcoHalbHbIX JaHHbIX (manmee — WCII[H) TocymapcTBEHHOTO OFOKETHOTO
001eoOpazoBaTeibHOTO  yupexkaeHus 1mKkojgbel Ne 4 BacumeoctpoBckoro paiiona CaHKT-
[TetepOypra (manee — oOpa3oBaTebHas OpraHU3aIs ), ABISETCS OPHIUATBHBIM JTOKYMEHTOM, B
KOTOpOM OIIpeJielieHa CHUCTeMa B3rJIsSA0B Ha olecrieueHue HH(OpPMAMOHHOW Oe30MacHOCTH
00pa30BaTeNIbHOM OpraHu3aluu.

1.1.1. Pa3paboTaHo B COOTBETCTBHH C:
—  ®epmepanbHbIM  3akoHOM ~ oT  27.07.2006  Ne  149-®3 (¢ W3MEHCHHSIMH)
"O06 undopmanuu, HHOOPMAITMOHHBIX TEXHOJIOTHAX M O 3aIIuTe HHGOpMauun';
— ®enepanbabiM  3akoHOM OT 27.07.2006 1. Ne 152-®3 «O mnepcOHANBHBIX JaHHBIX» (C
W3MEHEHUSIMH );
— IlocranoBnenue [IpaButensctBa PO ot 01.11.2012 Ne 1119 "OO6 yrBepkaeHuN TpeOOBaHUHN K
3alUTe MEePCOHANBHBIX TAHHBIX TP UX 00paboTKe B MH(GOPMALIMOHHBIX CUCTEMAaX MEePCOHATBHBIX
NaHHBIX";
— IloctanoBnenunem IIpaButensctBa PO ot 15.09.2008 Ne 687 "O06 yrBepkaenun [lonoxenus 06
0COOCHHOCTSIX OOpaOOTKM MEpPCOHANbHBIX JaHHBIX, OCYIIECTBIIIEMON 0€3 HCIIOJIb30BaHUS
CpeACTB aBTOMAaTHU3alUu";
— Tlocranosnenuem IlpaButenbctBa P® ot 06.07.2008 Ne 512 (¢ wusmenenusmu) "OO6
YTBEPXKACHUU TpeOOBAaHUN K MaTepUAIbHBIM HOCUTENISIM OHOMETPHUYECKUX IEePCOHATBHBIX
JAHHBIX U TEXHOJIOTHSIM XpaHEHUs TAKUX JaHHBIX BHE HH(OPMALIMOHHBIX CUCTEM MEPCOHATBLHBIX
TaHHBIX";
— Ipukazom ®CTIK Poccun ot 18.02.2013 Ne 21 (pen. ot 23.03.2017) "OO6 yrBepx’aeHUU
CocraBa u coJiep>kaHusl OPraHU3aAIMOHHBIX H TEXHUYECKUX Mep MO o0ecrneueHnto 0e301acHOCTH
MEePCOHANBHBIX JaHHBIX MPH UX 00paboTke B MHGOPMAIMOHHBIX CHCTEMAaxX IEPCOHATBHBIX
TaHHBIX";
— MeTonukoi omnpeeneHuss akKTyallbHBIX YTpo3 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH UX
00paboTke B MH(DOPMAIIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JAHHBIX, YTB. 3aM. qupekropa DCTOK
Poccun 15.02.2008 r. (ACID);
— ba3oBoif Momenb0 yrpo3 0€30MacHOCTH TEPCOHANBHBIX MaHHBIX TpH HX 00paboTke B
MH(OPMAIIMOHHBIX CHUCTEMax MEPCOHANBHBIX JaHHBIX, yTB. 3aM. mupekropa ®CTIK Poccum
15.02.2008 r. (JCII).

[IOKYMEHT MOAMMUCAH

1.1.2. Onpenenser: BNEKTPOHHOW MOAMNCHIO

Ceptudukar: 00D9DE6DBB02FDBED6D06A185D709E09BCO
Bnapeneu: CTpuxak Hatanesi AHaTonbeBHa
[DeiictBuTeneH: ¢ 15.09.2022 go 09.12.2023
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— OCHOBHBIE W€ M 33aJaud, a TaKkKe OOIIyI0 CTPAaTETHI0 TOCTPOCHHUS CHCTEMBI 3aIIUTHI

nepcoHanbHbIX AaHHBIX (C3I1/1H) 0Opa3zoBaTenbHOI opraHu3anuei;

— OCHOBHBIE TpeOOBaHMsI M 0a30BbIE MOJIXO/IbI K peaIM3aluy 3a1a4, Ui TOCTUKEHUsI TpeOyeMoro

YPOBHsI 0€301acCHOCTH WH(OPMAIIHH.

1.1.3. Cny>xut OCHOBOH JUTsl pa3pabOTKH KOMITJIEKCA OPTaHU3AMOHHBIX U TEXHHYECKUX Mep I10

obecrieyeHni0 HMHMOPMAIIMOHHONH 0€30MacHOCTH 00pa30BaTEIbHON OpraHU3aliy, a TaKkKe

HOPMATHBHBIX M METOJMYECKHX JIOKYMEHTOB, OOECIEUMBAIOIINX €€ pealn3aluio, H He

MpeArnoJaraeT noAMeHbl QYHKINM roCyIapCTBEHHBIX opraHoB Biactu Poccuiickoit deneparumu,

oTBEHAOIMX 3a olecreyeHne O€30MacHOCTH WH(GOPMAIMOHHBIX TEXHOJOTHA U 3allUTy

nH(pOopMalnH.

1.1.4. SIBngeTcsa METOIOJIOTHUECKON OCHOBOM IS

— (opMupoBaHUS U TIPOBEACHUSI €IUHOW TOJMTUKU B 00JacTH obOecrieueHuss 0e30MacHOCTH
[11n 8 UCI11H o6pazoBaTenbHON OpraHu3aluy;

— TPUHATHS YIPaBICHYECKUX PEIICHUH U pa3pabOTKU MPAKTUYECKUX MEpP IO BOIUIOLIEHHUIO
nonutuku 6e3omnacHoctd [1/IH 1 BeIpaOOTKH KOMILIEKCA COTJIACOBAHHBIX MEP HOPMAaTUBHO-
MPaBOBOTO,  TEXHOJIOTUYECKOTO W OPraHU3alMOHHO-TEXHUYECKOTO  XapakTepa,
HalpaBJICHHbIX Ha BBISBJICHHE, OTPaK€HHWE M JIMKBUAALMIO MOCIEACTBUI peanu3anuu
pa3nInuHbIX BUIOB yrpo3 I1/1H;

— KOOpAMHAILIMU JIeATEIBHOCTH CTPYKTYPHBIX MOApa3eIeHni 00pa3oBaTeIbHON OpraHu3aluu
IIpH NPOBeJIeHUH paboT 1o pazButuio u sxcruryaraunu UCII/IH ¢ coOmonennem TpedoBaHmii
oOecneuenus 6e3omacHoctH I1/1H;

— pa3paboTKH TMpEAJIOKEHUH 1O  COBEpPUICHCTBOBAHMIO  IPABOBOrO, HOPMATHBHOTIO,
METOJAUYECKOT0, TEXHUYECKOTO U OpraHu3alroHHOro obecreueHus OezomacHoctd [1JH B
HCTIIn oOpa3zoBaTenbHO OpraHu3aIyi.

1.2. SsaBnsiercss NOKaJIbHBIM HOPMATUBHBIM aKTOM, PETJIAMEHTHUPYIOIIUM JAESTeIbHOCTD
00pa3oBaTeNIbHOM OpraHu3aluy.
1.3. IIpunumaercs oOmuM coOpaHueM pPaOOTHHKOB OOpa30BaTEIbHOM OpraHU3ANNH H

YTBEPKIAeTCs MPUKA30M 00pa30BaTeIbHOM OpraHU3aIuu.

1.4. [IpunrMaeTcsi Ha HEOIPeIEICHHbBIN CPOK.

I/ICHOJILSYEMLIE onpeaecjacHust

ABTOMATHU3HMPOBAHHAsI CHCTeMAa — CHUCTEMa, COCTOsAIIAas U3 MEepcoHala M KOMILIEKca
CPEICTB aBTOMATH3AllUM €ro JESATENIbHOCTH, pealu3yomias HHGOPMALMOHHYI0 TEXHOJOTUIO
BBITIOJIHEHUS] YCTAHOBIIEHHBIX ()YHKIIHIA.

ABTOMATHU3HPOBAHHAsT 00padoTKa TMEPCOHAJBHBIX JaHHBIX — o00paboTka
MEPCOHANBHBIX JaHHBIX C IOMONIBIO CPEJCTB BEIYUCIUTEILHON TEXHUKH.

be3onacHOCTh MEPCOHANBHBIX JAAHHBIX — COCTOSHUE 3aIIUIIEHHOCTH NEPCOHAIBHBIX
JTAHHBIX, XapakTepu3yeMoe CIOCOOHOCTBHIO TIOJIb30BaTENe, TEXHUYECKUX CpPEACTB U
MH(OPMALIMOHHBIX TEXHOJIOTHI 00eCeunTh KOHPHUACHIIMATHHOCTD, IEJOCTHOCTD U JOCTYITHOCTh
MEePCOHANBHBIX JaHHBIX TPH UX 00paboTke B WHOOPMALMOHHBIX CHUCTEMaX MEPCOHATBHBIX
JTAHHBIX.

BiokupoBanue mepcoOHANBLHBIX JAAaHHBIX — BPEMEHHOE IMpeKpaiieHne o0paboTKu
MePCOHATBHBIX JJAHHBIX (32 UCKIIOYCHHEM CIIy4aeB, eclii 00paboTka He0OX0oAUMMa JJisl yTOUHEHUS
MEePCOHANbHBIX TaHHBIX).
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Bupyc (kKoMnblOTEepHBI, NPOrpaMMHBIN) — HCIOJIHAEMbIH IPOIPAMMHBIM KO WIIU
MHTEPIPETUPYEMbId HA0OP WHCTPYKUUH, OOJIAAAIONINI CBOMCTBAMU HECAaHKLIMOHWPOBAHHOTO
pacrpocTpaneHus U camoBocnponsBeaeHus. Co3naHHble yOIUKaThl KOMIIBIOTEPHOTO BUpYCa HE
BCerJa COBNAJAalOT C OpPUTHHAIOM, HO COXPAaHSAIOT CHOCOOHOCTh K JalbHEHIIeMy
pacnpoCTPaHEHUIO U CAaMOBOCIPOU3BEICHUIO.

Bpenonocnas mnporpamma — mporpaMma, INpeAHAa3HAuY€HHas JJIs OCYILECTBICHUS
HECaHKI[MOHMUPOBAHHOTO JIOCTYyNA U / WM BO3ACHCTBUS HA IEPCOHAIIBHBIC TAHHBIC UM PECYPCHI
MH(GOPMAIIMOHHOHN CHCTEMBI IIEPCOHABHBIX TAHHBIX.

JocTtyn B oOmepamuoOHHYI cpeay KomnblOTepa (HHGOPMAUMOHHOM CHCTEMbI
NEePCOHATBbHBIX [AHHBIX) — IOJIY4Y€HHE BO3MOXKHOCTH 3allyCKa Ha BBIIOJHEHHE IITAaTHBIX
KOMaHJ, (QYHKUIUN, NpoUeaAyp ONEpalMOHHOM CHCTEMbl (YHUUYTOXXEHHS, KOIMUPOBaHUS,
MepeMeIeHus H T.I1.), UCIOJIHAEMBIX (aillIoB MPUKIAIHBIX IPOTPaMM.

Joctyn k uH(popManMu — BO3MOKHOCTb MOJIy4€HHUs HH()OPMALIUU U €€ UCII0JIb30BAHNUS.

3ak/a04HOe YCTPOMCTBO — D3JEMEHT CpeICTBAa cheMa HH(OpPMalUU, CKPBITHO
BHEJpsIeMbIH (3aKi1a/IbIBa€MbIi MJIM BHOCHMBII) B MECTa BO3MOXKHOTO ChbeMa HHpOopMaIuu (B TOM
qlclie B OrpakJeHHe, KOHCTPYKIHIO, 000pyAOBaHHE, MPEAMEThl MHTEpbepa, TPaHCIOPTHHIE
CpEICTBa, a TAK)KE B TEXHUYECKHE CPEICTBA U CUCTEMbI 00pabOTKU HHPOPMALHH).

3amumaemast nngopmanus — HHGOpMaIUs, ABISIOLIAsICS IPEIMETOM COOCTBEHHOCTH U
nojJjiexaiias 3alldTe B COOTBETCTBHUM C TPeOOBaHUSIMH IIPABOBBIX JOKYMEHTOB WM
TpeOOBaHUSAMHU, YCTAHABIMBAEMBIMU COOCTBEHHMKOM MH(OpMaIUu.

NnenTudgukanus — NMpUCBOECHUE CYObEKTaM M OOBEKTaM JOCTyna HICHTH]HKATOpA,
u/unM  CpaBHEHHE TMPEABABIIEMOr0  HMICHTU(PHKATOpAa C TEPEYHEM  IPUCBOCHHBIX
UIEHTU(DUKATOPOB.

HNudopMaTUBHBINA CUTHAJ — DJIEKTPUUECKUN CUTHA, aKYCTUUECKUE, AIEKTPOMAarHUTHBIE
U Ipyrue puandeckue noJs, o napameTpaM KOTOPBIX MOKET ObITh pacKpbiTa KOH(GUICHIIMATbHAS
nHpopManus (mMepcoHaNbHBIC JaHHBIE), oOpabaTbiBaeMas B HH(POPMAIMOHHON CHUCTEME
MIEPCOHANbHBIX JAHHBIX.

HNudopmaumonnas cucrema mnepcoHadbHbIX AaHHbIX (MCIIAH) — COBOKYIHOCTH
coJiepkauiuxcs B 0a3e JaHHBIX NEPCOHAIBHBIX JAAHHBIX U 00ECIEeYMBAIOLIUX UX 00pabOTKy C
MTOMOIIBI0 HH(OPMALIMOHHBIX TEXHOJIOTHHM U TEXHUYECKUX CPEJICTB.

HNudopmaunoHHble TEeXHOJOTHM — TPOLECCHl, METOJbl TMOWCKa, cOopa, XpaHEHUs,
00paboTKH, MpeoCTaBICHHUS], PACIIPOCTPaHEHHsI MHPOPMAIIUU U CIIOCOOBI OCYIIECTBICHUS TAKUX
MPOLIECCOB U METOJIOB.

Hcnonb3oBaHue mepcoHANbHBIX JAHHBIX — JCUCTBHs (ONEpalMU) C MEPCOHATbHBIMU
JTAHHBIMH, COBEpPLIAEMBIE ONEPATOPOM B LENAX HPHUHATHS PELICHUHA WM COBEPLICHUS HHBIX
NEeWCTBUH, MOPOXKIAIOIINX IOPUINYECKUE MOCIEICTBUS B OTHOLUIEHUH CYyOBEKTa MEepPCOHAIbHBIX
JAHHBIX WM JPYrUX JIML, JTUOO MHBIM 00pa3oM 3aTparuBaloIIMX MpaBa M CBOOOJBI CyOBEKTa
MEPCOHANBHBIX JAHHBIX WA IPYTUX JUL.

Hcrounnk yrpossl 6e3onacHocT MHGpopManum — cyObeKT JOCTyma, MaTepUalbHBIN
O00BEKT WM (HU3UYECKOE SBIICHHE, SBISIOIIMECS NPUYMHOM BO3HUKHOBEHHS  YIPO3bI
6e301acHOCTH HH(pOPMALIUH.

KonTposmpyemass 30Ha — @POCTPAaHCTBO (TeppUTOpHUs, 3[aHHME, 4YacTb 3/aHu,
MOMEIIEHNE), B KOTOPOM MCKIIOYEHO HEKOHTPOJIMpyeMoe INpeObIBaHWE MOCTOPOHHUX JIMI, a
TaKK€ TPAHCHIOPTHBIX, TEXHUUECKUX U UHBIX MAaTEpUaIbHBIX CPEACTB.
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KoHuaeHInaIbHOCTh MEPCOHATIBHBIX JAAHHBIX — 0053aTeIbHOC YIS COOIIOJCHUS
OTIEPATOPOM HJTU MHBIM, TIOJYIHBIIIAM JOCTYI K EPCOHATHHBIM JAHHBIM, JIUIIOM TpeOOBaHHE HE
JOIYCKaTh UX paclpoCTpaHeHue 0e3 coryiacus CyObheKTa MEPCOHATBHBIX JAHHBIX WIIA HAJTHYUS
MHOTO 3aKOHHOTO OCHOBAHHUSI.

MexceTeBoil JIKpaH — JIOKaJbHOE (OJHOKOMIIOHEHTHOE) WM (YHKIIMOHAIBHO-
pacrpeesieHHOe TporpaMMHoe (ITPOrpaMMHO-aNnapaTHoOe) CPEACTBO (KOMIUIEKC), PEaIu3yIOIIee
KOHTPOJb 332 HWH(POPMAIMEH, MOCTyNaroneili B HH(OOPMAIMOHHYIO CHUCTEMY IEPCOHATBHBIX
JAHHBIX ¥ / WK BBIXOIAIICH 13 HH()OPMAIHOHHON CHCTEMBI.

Hapyumresanb 0€30MacHOCTH MEPCOHATBHBIX AAHHBIX — (PU3UYECKOE JIMIO, CIYyYaliHO
WIH TIpeTHAMEPEHHO COBEpINAIONIee NIEHCTBHS, CIEACTBUEM KOTOPBIX SIBIISCTCS HapyIICHHE
0€30MacHOCTH IEePCOHANBHBIX JAHHBIX TPH HX 00pabOTKe TEXHUYCCKHUMH CpPEICTBAMH B
WH()OPMAIMOHHBIX CHUCTEMaX MEPCOHATBHBIX TAaHHBIX.

HeaBTomaTu3upoBaHHass o0pa0oTKa MNEPCOHAJBHBIX JaHHBIX — 00paboTka
MEPCOHATBHBIX JIAHHBIX, COJCPIKANTUXCS B WH(OPMAIMOHHON CHUCTEME TIEPCOHATBHBIX TaHHBIX
100 M3BIICYEHHBIX U3 TAKOW CHCTEMBI, CYUTAETCS OCYIIECTBIIEHHON 0€3 UCIIOIb30BaHUs CPEJICTB
aBTOMAaTH3aIMK (HEaBTOMATH3UPOBAHHOW), €CITM TaKue JCUCTBHS C IMEPCOHATBHBIMU JaHHBIMH,
KaK. WCIOJIb30BaHUE, YTOUHEHHUE, PACIPOCTPAHECHUE, YHUUITOKEHUE TEPCOHAIBHBIX JTAHHBIX B
OTHOIICHHH KaXJOTO W3 CYOBEKTOB TEPCOHANBHBIX JIAHHBIX, OCYIICCTBIISIOTCS TIPH
HETIOCPEICTBEHHOM Y4acTHUH YEIOBEKa.

HenexknapupoBaHHble BO3MOMKHOCTH — (YHKIIMOHAIbHBIE BO3MOYXKHOCTH CPEICTB
BBIYMCIUTEIbHON TEXHUKH, HE OIUCaHHbIE WJIM HE COOTBETCTBYIOLIME OIUCAaHHBIM B
JOKYMEHTAIMH, TPU MCIOJB30BAHUU KOTOPBIX BO3MOXHO HapylleHHe KOH(UIACHIHAILHOCTH,
JOCTYITHOCTH WJIH IIEJIOCTHOCTH 00pabaThiBaeMoi HH(GOpMAaITUH.

HecaHKIIMOHMPOBAHHBIN J0CTYNl (HECAHKUMOHMPOBAHHBbIE MeCTBHSA) — JOCTYN K
nH(popMaLY WK AeUCTBUA ¢ HH(OpMalKel, Hapyllaoye MpaBuiia pa3rpaHnyeHus JOCTyma ¢
WCIIOJIb30BAHMEM IITATHBIX CPEICTB, NPEIOCTaBISEMBbIX HHGOPMAIMOHHBIMU CHCTEMaMU
MEePCOHAIBHBIX JAHHBIX.

Hocureas nngopmannu — Gusnueckoe JUIO WIM MaTepUAIbHBIN 00BEKT, B TOM YHCIIE
¢buznueckoe moJie, B KOTOPOM HHPOPMAIIHSI HAXOAUT CBOE OTPaKEHUE B BUJIE CHMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHUYECKUX PEIICHUH U MPOIECCOB, KOJIMUYECTBEHHBIX XapaKTEPUCTHK (PU3UUECKUX
BEITUYHH.

Oopa3oBarenbHas opranusanusa — ['bOY mkona Ne 4 BacunmeocTpoBckoro pailona
Cankrt-IlerepOypra.

OO0e3MuNBaHue TEPCOHAIBHBIX JAaHHBIX — JCHCTBUS, B PE3YyIbTaTe KOTOPBIX
CTAaHOBUTCS HEBO3MOXHBIM 0€3 HCIIOIb30BAHMS JOMOJHUTENBHON WHGOpPMAIUN OMPEICIIUTh
MIPUHA/IICSKHOCTH MEPCOHANIBHBIX TAHHBIX KOHKPETHOMY CYOBEKTY MEePCOHATBHBIX TaHHBIX.

O0pa6oTKa nepcoHATbLHBIX JaHHBIX — JTF000€ JeiicTBHE (OTepaliyst) WK COBOKYITHOCTb
JeMcTBHM (omepaluii) ¢ mepcoOHANBHBIMHA JaHHBIMHU, COBEPIIIAEMBIX C HCIIOIb30BAHHEM CPEJICTB
aBTOMaTH3aIMi WM 0e3 MX HCIoyib3oBaHUA. OOpaboTka MEepCOHANBHBIX JAHHBIX BKIIOUAET B
cebsa: cOop, 3amuch, CUCTEMAaTH3allMI0, HAKOIUIEHWE, XpaHEeHHe, yTO4YHeHue (0OHOBIEHHE,
W3MEHEHHE), W3BICUYCHUE, HCIONIb30BaHUE, TNepeAaudy (pacmpocTpaHeHHue, MpeoCTaBIeHHE,
J0CTyI), 00e3MnYrBaHue, OJIOKUPOBAHNE, YAICHUE U YHUYTOKEHUE MIEPCOHATBHBIX TAHHBIX.

OO0menocTynHble MNepPCOHANbHbIE JaHHbIE — TIEPCOHANBHBIE JaHHBIE, JOCTYII
HEOTPAaHWYEHHOTO Kpyra JIMIl K KOTOPBIM MPEIOCTaBIEH C COTJacHsl CyOheKTa MepCOHATbHBIX
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JTAHHBIX WJIM HAa KOTOPHIE B COOTBETCTBUU C (hefepaJbHBIMU 3aKOHAMH HE PACIpOCTpaHSIETCs
TpeboBaHuE cOOMOACHUS KOH(PUICHIIUATBHOCTH.

Oneparop mnepcOHAJILHBIX JaHHBIX (OmepaTop) — TIOCYIAapCTBEHHBIH  OpraH,
MYHUIIUTATBHBIA OpPTaH, IOPUINYECKOe HITH (PU3MUECKOE JIUII0, CAMOCTOSATENFHO UM COBMECTHO
C JPYTMMH JIMI[AMU OpraHu3ylollee W/ WiIM OCYLICCTBISAIONIME 00pabOTKy MepCOHATBHBIX
JAHHBIX, a TaKXe OIpelesIolMe I1eld OOpabOTKM IEePCOHAJIbHBIX JAaHHBIX, COCTaB
MIEPCOHAIBHBIX JIAHHBIX, MOJJIEKAlUX 00padoTke, AelcTBUsS (Omlepaluu), COBEpLIAEMbIE C
NIEPCOHAIbHBIMU JAHHBIMHU.

IepexBar (uHdopManuu) —  HEMPABOMEPHOE  MOJydYeHHE  HHPOpPMAIHUU  C
HCIOJIb30BAHUEM TEXHMUYECKOTO CpPEJICTBA, OCYIIECTBISIOUIETO OOHapyXeHHe, NpueM u
00paboTKy HH()OPMATUBHBIX CUTHAJIOB.

IlepconajbHble JaHHBIE — JTI00as WHYOPMAIKS, OTHOCSIIAACS K MPSAMO WM KOCBEHHO
OTIpE/IeIEHHOMY, UM OIPENENIIEMOMY, Ha OCHOBAHUU Takol MHpopMaIuu, GU3NIECKOMY JIUILY
(cyOBEeKTY IEpCOHATBHBIX JAHHBIX).

IloGouHble 3J1eKTPOMArHUTHbIE M3JIYyYeHHUS] MW HABOJAKHU — DJIEKTPOMArHUTHbHIE
U3ITy4eHUs] TEXHUYECKUX CpeACcTB 0OpaOOTKM 3amuinaeMoil MHQOpMaIiK, BO3HHMKAIOIINE Kak
MOO0YHOE SBJIIEHUE U BbI3BAHHBIE OJJIEKTPUUYECKHUMH CHUTHAJaMH, JACWCTBYIOIIMMH B HUX
ANIEKTPUYECKMX U MArHUTHBIX LEMNSAX, a TaKKe AJIEKTPOMArHWTHbIE HABOJKU ATHX CUTHAJIOB Ha
TOKOTIPOBOIAIIME JINHUU, KOHCTPYKLIUU U eI MUTaAHUS.

I[Hosab30oBaTennb HMHQPOPMAIMOHHONH CHCTEMbl MNEPCOHAJIBHBIX JAHHBIX — JIHIIO,
ydacTBylomiee B (QyHKIMOHHUPOBAHMN MHGOPMAIIMOHHON CHUCTEMbI NEPCOHATBHBIX JaHHBIX HIIU
HCIOJIb3YIONIEe Pe3yNbTaThl €€ QYHKIIMOHUPOBAHHUS.

IIpaBuia pa3rpaHMyYeHHUs AOCTYIIA — COBOKYIIHOCTb NPABWJ, PETJIAMEHTHUPYIOIINX
mpaBa JO0CTyIa CyObeKTOB JIOCTyIa K 00BEKTaM JIOCTYIIA.

IIporpamMMHas 3aKjaaKa — KOJI IPOTPaMMBbI, IPETHAMEPEHHO BHECEHHBIN B IPOIPAMMY
C ULENbI0 OCYIIECTBUTH YTEUKY, W3MEHHUTb, OJIOKHpPOBaTh, YHHUUTOXXUTh HHPOPMAIHMIO WIH
YHUUYTOXKUTh M MOAU(ULIHPOBATH MporpaMMHOE oOecrieueHue HHGOPMAIMOHHON CHUCTEMBI
MEePCOHANIBLHBIX IAHHBIX, U / Wi OJOKHPOBATH armapaTHbie CPEICTBA.

IIpenocraB/ieHHe NMEPCOHAJBHBIX JAHHBIX — JCWCTBUS, HAIIPABJICHHBIE HA PACKPBITHE
MIEPCOHANBHBIX JIAHHBIX ONPEACICHHOMY JIMIY UM OIPEIEICHHOMY KpPYTy JIMII.

IIporpammuoe (mporpaMMHO-MaTeMATHYECKOE) BO3JeiicTBHE —
HECaHKIMOHHPOBAHHOE BO3/CHCTBHE Ha pECypchl aBTOMATHU3HPOBAaHHOW WHGOPMAIIMOHHOMN
CUCTEMBI, OCYILIECTBIISIEMOE C UCITIOJIb30BAHUEM BPEJOHOCHBIX IIPOrPAMM.

PacnipocTpaneHne nepcoHAJbHBIX JAHHBIX — JICHCTBUS, HAIPABJICHHBIE HA PACKPBITHE
MIEPCOHANIbHBIX JAHHBIX HEOIPEIEICHHOMY KpPYTY JIMII.

Pecypc wuHpOpMAUMOHHONH CHCTEMBI — MMEHOBAHHBIM JJIEMEHT CHUCTEMHOTO,
MPUKIIAJHOTO UJIH alapaTHOTO obecnedyeHus: GyHKIMOHUPOBAHUS HH(OPMAIIMOHHON CUCTEMBI.

CnenuajbHble KAaTerOpuM TMEPCOHAJIBHBIX JAAHHBIX — TI€PCOHAIBHBIE JaHHBIE,
KAacarolIMecss pacoBOM U  HAIMOHAIBHOM MPUHAJIEKHOCTH, NOJUTHUYECKUX B3IJISAOB,
PETUTrHO3HBIX WK (punocodckux yoekIeHni, COCTOSIHUS 310POBbsl U MHTUMHOM KU3HU CyOBEKTa
MEePCOHANbHBIX JAHHBIX.

CpeacTrBa BbIMHCINTENbHOM TEXHUKH — COBOKYITHOCTh MPOTPAMMHBIX U TEXHUYECKUX
AJIEMEHTOB CHCTEM OOpabOTKU JaHHBIX, CIOCOOHBIX (DYHKIIMOHUPOBATH CAMOCTOSATENBHO WM B
COCTaBE€ JIPYTUX CUCTEM.



Cy0bekT gocrynma (cy0beKT)— JIMIIO WM  MpolecC, JEUCTBUS  KOTOPOTO
periIaMeHTHPYIOTCS IIPAaBUIIAMHU Pa3TPaHUYEHUS JIOCTYIIA.

TexHuveckue cpeacTBa HHPOPMANMOHHON CHCTEMBbI TMEPCOHAIBHBIX JAHHBIX —
CpeACTBa BBIUMCIUTEIBHOW TEXHUKH, MH()OPMAIMOHHO-BBIYNCIUTEIbHBIE KOMIUIEKCHI U CETH,
CpelICTBa U CUCTEMBI Tiepeaauu, npuema u 00padotku I1/IH (cpencTBa u cuCTEMBbl 3BYKO3aIuUCH,
3BYKOYCWJICHUS, 3BYKOBOCIPOM3BEICHUS, TIIEPETOBOPHBIE M TEJICBU3MOHHBIE YCTPOMCTBA,
CpeACTBa HW3TOTOBJICHUS, THPAKUPOBAHHS JOKYMEHTOB M JIpYTH€ TEXHUYECKHUE CpPEeICTBa
00paboTKH pedeBoil, TpaguecKoid, BUIC0- 1 OYKBEHHO-IIM(PPOBOI HHPOPMAILINN), IPOTPAMMHBIE
cpeactBa (ONMEpalMOHHBIE CHCTEMBbI, CHCTEMBI YIpaBJIeHHS 0a3aMH JaHHBIX M T.I.), CPEICTBa
3amUThl MHOOPMAIIUU, TIPUMEHSIEMbIC B MH(DOPMAITMOHHBIX CHCTEMAaX.

Texnnyeckuii KaHajd yTedku WH(pOpMaMM — COBOKYITHOCTh HOCHUTENST MH(OpMaIiu
(cpenctBa 00paboOTKM), (PU3UUYECKON Cpenbl pacIpOCTpaHEHUs WHPOPMATUBHOTO CHUTHAIA W
CpeACTB, KOTOPBIMH JOOBIBACTCA 3alInIaeMas HHPOpMaIus.

Tpancrpannynasi mnepeaadya MNepPCOHATBHBIX [JaHHBIX — Iepelrada MNEepCOHATBHBIX
JAHHBIX HA TEPPUTOPHIO HHOCTPAHHOTO rOCYIapCTBA OPraHy BIACTH HHOCTPAHHOTO TOCY/IapCTBa,
WHOCTPaHHOMY (PU3MYECKOMY JIMITY WM HHOCTPAHHOMY FOPHANIECKOMY JIHILY.

¥Yrpo3bl 6€30M1aCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCJIIOBUN U (DaKTOPOB,
CO3/IAIOIIMX OTACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIE CIy4ailHOro, IOCTyma K
MEPCOHATBHBIM JIaHHBIM, PE3YJIbTaTOM KOTOPOTO MOJKET CTaTh YHHYTOKEHUE, H3MEHEHHE,
OJOKMpOBaHME, KOMHPOBAHHE, PACIPOCTPAHEHHWE TIEPCOHANBHBIX MaHHBIX, a TaKXKe WHBIX
HECAaHKITMOHUPOBAHHBIX JCHCTBUM TIpH uX 00paboTke B WHOOPMAIMOHHOW CHUCTEME
MEePCOHANTBHBIX JAHHBIX.

YHUUTOKEeHNe NePCOHATbHBIX IaHHBIX — JICHCTBHS, B pe3y/IbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MO>KHBIM BOCCTAHOBUTH COJAEP KaHKE MEPCOHABHBIX JAHHBIX B UHQOPMALIMOHHOMN cHcTEME
MEPCOHANILHBIX ITAHHBIX U (WJIH) B PE3YJIbTaTe KOTOPHIX YHUUTOXKAKOTCS MaTePHATbHBIC HOCHTEIIN
MEePCOHATBHBIX JAHHBIX.

YTeuka (3ammmaemMoii) uHdopmanumn no TeXHUYECKUM KaHajJaM —
HEKOHTPOJIMPYEMOE paclpocTpaHeHre UH(pOpMalMU OT HOCUTENs 3alluiiaeMoid WHbOopMaluu
yepe3 (U3MUECKYyl0 Cpely [0 TEXHHYECKOTO CpEeICTBAa, OCYIIECTBIAIONIETO IepexBaT
nHpopMaIuu.

Ya3BUMOCTb — C1a00CTh B CPEACTBAX 3aIIUTHI, KOTOPYIO MOKHO HCIIOJIb30BAaTh IS
HapYIICHUs CUCTEMBI UJTH COJiepKallelicsi B Hell HHpopMaIiH.

HenocTtHocTs HHGOPMALIMH — CTIOCOOHOCTH CPENICTBA BBIUUCIUTEILHOM TEXHUKH WU
aBTOMATU3UPOBAHHOM CHCTEMBbI OOecleyrBaTh HEU3MEHHOCTh HWH(GOPMAallMd B YCIOBUSX
CIIy4aifHOTO, W/WIIA IPEeTHAMEPEHHOTO UCKaXKeHUS (pa3pylIeHus).

2. Hean u 3axayu Konnenuuu

KOHHGHHI/IH pa3pa60TaHa B COOTBCTCTBHUU C CUCTCMHBIM IIOJXOAOM K 00eCITeUYeCHHIO
I/IH(I)OpMaI_[I/IOHHOI\/’I oe3omacHoCTH. CHCTEMHBIN noaxod mpeArnojraracT MmpoBEACHUE KOMIIICKCA
MepOHpHHTHﬁ, BKIIFOUAOMIUX HUCCIICAOBAHUC YI'PO3 HH(I)OpMaHHOHHOﬁ 0C30IMaCHOCTH H
pa3pa60TI<y CUCTEMBI 3allUThI HﬂH, C MO3UIUHU KOMIUICKCHOTO MNPHUMCHCHUSA TCXHUYCCKHUX U
OpraHru3allMOHHBIX MEP U CPCACTB 3allUTHI.

Ilon I/IH(bOpMaI_[I/IOHHOI\/'I 0€30I1aCHOCThIO HI[H NMOHUMACTCA 3allIUIICHHOCTD IMIEPCOHAJIBHBIX
JaHHBIX B O6p368.TLIBaIOH_[eI71 nux I/IH(I)paCprKType OT HCCAHKIMUOHHUPOBAHHOTO, B TOM YHCIIC
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CIIy4aifHOTO JIOCTyNa K HUM, YHHUYTOKEHHS, M3MEHEHUS, ONOKMPOBAaHMWS, KOIMHUPOBAHUS, pac-
npoctpanenus [IJ[H, a Takke UHBIX HENIPAaBOMEPHBIX JNCUCTBUI C HUMU, PE3yJIbTaTOM KOTOPBIX
MOJKET SIBUTHCSI HAHECeHHE yliepOa camoil mHpopmaiuu, ee Biuaaenbiuam (cyorexram 11J1H) wim
UHPPACTPYKTYpE.
Heasto C3IIJ[n sBaseTcs MUHUMU3AIMS yiiepda OT BO3MOXKHOW peasv3allud yrpo3
6ezomacuoctu [1/1H, a TakKe K MPOrHO3UPOBAHHIO U MPEIOTBPALICHUIO TAKUX BO3ICHCTBHIA.
3apauu UCIIx:

— 3amuTa OT BMeularenbcTBa B mpouecc (yHkuuonupoanuss MCIIJIH nmocTopoHHUX ML
(Bo3MOXHOCTh ucroJsib30BaHuss AC M JocTyll K €€ pecypcaM JODKHBI HMMETh TOJIBKO
3aperucTpUpOBaHHBIE YCTAHOBJIEHHBIM MOPSAKOM IOJIb30BATENN);

— pa3rpaHMYeHHE JOCTyla 3aperuCTPUPOBAaHHBIX I[OJIb30BaTENEl K  ammapaTHBIM,
nporpaMMHbIM U uHGopManroHHbIM pecypcam MCIIIH (BO3MOXKHOCTH OCTYIA TOJIBKO K TEM
pecypcaM U BBINOJHEHUS TOJBKO TEX ONepanuil ¢ HUMH, KOTOpble HEOOXOAUMbI KOHKPETHBIM
nosb3oBarensm MCII/IH 11 BEINOTHEHHUS CBOUX CTYKEOHBIX 003aHHOCTEH ), TO €CTh 3aIIUTY OT
HECaHKIIMOHUPOBAHHOIO JOCTYIIA!

e k uHopmanuu, uupkyaupytomieit B MUCI/1H;

e cpeacTBam BbluncnurenbHo TexHuku MCIT/IH;

® ammapaTHbBIM, IPOTPAMMHBIM U KPUOTOrpaUYECKUM CPEACTBAM 3aIUThI, HCTIOIb3yEMbIM

B UCIIH;

— perucTtpainus ACHCTBUH MOJb30BaTENC MPU HCHOJB30BAHUU 3alIUIIAEMBIX PECYPCOB
UCIIJH B CHCTEMHBIX >KypHajdax W MEPUOJAMYECKUNA KOHTPOJIb KOPPEKTHOCTH JEUCTBUIA
[10JIb30BATEIEH CUCTEMBI IIYTEM aHAIN3a COAEPKUMOI0O 3TUX KYPHAJIOB;

— KOHTPOJIb LIETIOCTHOCTHU (0OecriedeHuEe HEN3MEHHOCTH ) CPEIbI UCTIOTHEHUS IIPOTPaMM H €€
BOCCTAHOBJICHHUE B CIy4yae HapyIIEHUS;

— 3aluTa OT HECAHKIIMOHWPOBAHHON MOIU(PHUKAIMK UM  KOHTPOJb LEJIOCTHOCTU
ucnonbzyemblx B MCII/IH mporpaMMHBIX CpEACTB, a TaKK€ 3alIUTa CUCTEMbI OT BHEIAPEHMS
HECAaHKI[MOHUPOBAHHBIX IPOTPAMM;

— 3ammuTa [IJ[H OT yTeuku Mo TEXHUYECKHM KaHajlaM Ipu ee 00paboTKe, XpaHEHHH U
repeaaye 1o KaHajiaM CBS3U;

— 3ammta [IJ[H, Xpanumo#, oOpabaThiBaeMOW M TepelaBacMOM IO KaHajgaM CBSI3H OT
HECAaHKI[MOHUPOBAHHOIO pa3rjalleHUs] WM UCKAXKECHUS;

— oOecreyeHre >MKUBYUYECTH KPUNTOTpahUUYecKUX CPEICTB 3alUThl WHGOpMalUU MpU
KOMIIPOMETALUU YaCTH KIFOUEBOM CUCTEMBI;

— CBOEBPEMEHHOE BBISBIIEHHE UCTOYHUKOB yrpo3 6e3omnacHoct [1/[H, mpuuuH U ycnoBuUi,
CHOCOOCTBYIONINX HaHECeHHIO yiiepba cyobektam IIJIH, co3manue mMexaHu3Ma ONEPaTUBHOTO
pearupoBaHusl Ha yrpo3sl 6e3onacHoctu I1JH 1 HeraTUBHBIE TEHACHIUHY;

— CO3/aHMe YCIOBUH i MHUHUMM3AIMM M JIOKAJIW3allMM HAHOCHUMOTO yuiep6a
HEMPAaBOMEPHBIMU ACUCTBUSAMHM (U3UYECKUX M IOPUIUUYECKUX JIUI], OcialieHHe HEraTUuBHOTO
BIIMSIHMS U IMKBUJALMS TIOCIEACTBUNA HapyieHus 6e3onacHoctu [1/1H.

3. YcaoBus, obecnieynBaoIye 32U Ty NePCOHAIBHBIX JAHHBIX

Crpyktypa, coctaB u ocHoBHble (pyHkumuu C3II/IH ompenenstorcs MCXOAs U3 Kiacca
NCTIJu. C3IIJIH BxmrodaeT OpraHW3alMIOHHBIE MEpPbl U TEXHUYECKHE CPEICTBA 3aLUTHI
uHbopmanuu (B TOM 4yHcle MUpOBaIbHbIE (KpUNTOrpadUuecKue) CpeacTBa, CpeacTBa
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MPEIOTBPAIICHUS] HECAHKIIMOHUPOBAHHOTO JOCTYIA, YTCUYKH WHOOPMAIUUA TIO TEXHUYCCKUM
KaHaJiaM, MPOrPaMMHO-TEXHUYCCKUX BO3JICHCTBUI Ha TeXHUYECKUe cpeactBa oopadorku [1]]H),
a TaKKe HUCIOJIb3yeMbIe B MH(DOPMAIIMOHHON CUCTeME HH(POPMAIIMOHHBIC TEXHOJIOTHH.

DTU Mepbl IPU3BaHbI 00ECIIEYUTH:

—  KOHQUACHIMATHLHOCTH HH(OPMAIIUH (3aIIUTA OT HECAHKITMOHUPOBAHHOTO O3HAKOMIICHUS );

— TIICJIOCTHOCTh HWHGOpPMAIMU (AKTYaJIbHOCTh M HEIMPOTHBOPEUYMBOCTh HH(pOpMAIHH, ee
3alUIIEHHOCTh OT Pa3pyLEHUs U HECAHKIITUOHUPOBAHHOTO U3MEHEHMUS);

— JIOCTYHHOCTb HMH(OpManuu (BO3MOXHOCTb 3a IPUEMJIEMOE BpEMsI IOJYyYUTh TPEOYeMYIO
MH()OPMAIMOHHYIO YCIIYTY).

Craaguu cozmanus C3I1/IH BKIIFOYAIOT:

— TpeAnpoeKTHas CcTajus, BKItovaromas npeamnpoektHoe oocnenopanue UCII/IH, paspaboTky
TEXHUYECKOTO (YaCTHOTO TEXHUYECKOTO) 3a/laHus Ha €€ CO3/JaHMHE;

— cragusi TpoekTupoBaHusi (pa3paboTku npoektoB) u peanuzanuu WMCII/IH, BKItOUaromas
paszpabotky C3I1[In B cocraBe UCII/IH;

— craaus BBoja B aAeiictBue C3IIJIH, BKIIOYaromiass OMBITHYIO SKCIUIyaTallMi0 U MPHUEMO-
CIATOYHBIE HWCIBITAaHUS CPEJCTB 3alIUThl MHPOPMAIUHM, a TaKXKE OIEHKY COOTBETCTBHS
HCTIIa TpeGoBanmsiM 6e30macHOCTH HHPOPMAITUH.

OpranuzalvoHHbIE MEPHI IPEIyCMaTPUBAIOT CO3/IaHUE U TMOJIIepKaHUe MPaBOBOM 0a3bl
6e3omacHoctu I1/lH, u pa3paboTky (BBeneHue B JAelcTBHE) NpeaycMOTpeHHBIX [lonmutukoit
nHpopmanmonnoit 6ezonacuoctu MCII/IH crnemyrommx opraHU3almOHHO-PACTIOPSAUTEIBHBIX
JOKYMEHTOB:

— Ilnman meponpustuii mo obecneuenuto 3anutsl [0 mpu ux obpadotke B UCII/IH;
— Ilnan MeponpusTHii M0 KOHTPOJO oOecnieueHus 3amuThl [1/]H;
— Tlopsimox pe3epupoBanms U BoccTaHoBieHHs padotocrnocoonoctu TC u [10, 6a3 naHHBIX

u C3U;

— JloookHocTHass wHCTpykums — aamuuuctpatopa MWCII[lH B  yactm  oOecredeHUs
6e3onacunoctu I1/1n mpu ux o6padotke B UCII/H;

— JloJpKHOCTHAst MHCTPYKIHS aaMuHUCTpartopa 6e3omacaoctu UCIIH;

— JlookHocTHas mHCTpyKIms nosb3oBatens UCII/IH B wactu obecnieueHuss 6€301aCHOCTH

[11a ipu ux o6padoTke B UCII/H;

— MWMucTpykius Ha ciy4yail BOSHUKHOBEHUS BHEIITATHOM CUTYaIlUU;
— PexoMeHganuu MO HCIOJIB30BAHUIO TMPOTPAMMHBIX U amllapaTHBIX CPEACTB 3alllUThI
nHpOpMaIuu.

Texuuueckre Mepbl 3aIUTHI PEATU3YIOTCS IPU IOMOIIN COOTBETCTBYIOIIUX TIPOTPAMMHO-
TEXHUYECKUX CPEACTB U METO/I0B 3aIUTHI.

[lepeueHr HEOOXOAMMBIX Mep 3aIIUTHl WHGOPMAIUU OMPENENSIeTCS MO pe3ylbTaTaM
BHyTpeHHel nposepku 6ezonacHoctu MCIT/IH oOpa3oBaTenbHONM OpraHu3alyH.

4. O0BbeKTHBI 3aLIUThHI

4.1 IlepeueHb MH(OPMAIIMOHHBIX CUCTEM

B oOpa3oBarenbHON OpraHu3anu Mpou3BOAUTCS 00pabOTKa MEPCOHANBHBIX JAaHHBIX B
MH(POPMAIMOHHBIX cucTeMax 00paboTku nepcoHanbHbIX AaHHBIX (UCITIH).

Ilepeuens UCIIIH onpenensercs Ha ocHoBaHuM OTdera MO pe3yiabTaTaM BHYTPEHHEH
IIPOBEPKHU.



4.2 TlepeueHb OOBEKTOB 3AIIUTHI
OObexTamMu 3amuUThl  SABISIIOTCA — wuH(opMmarms, oOpabarbiBaemas B WCIAH, u
TEXHUYECKUE cpelncTBa ee oO0paboTku U 3aumuThl. IlepedeHp NEpCOHANBHBIX JAaHHBIX,
MOJUIekKAIIMX 3aIuTe, onpeaeiceH B Ilepeune mepcoHaNbHBIX AaHHBIX, MOJUICKAIINX 3aIIUTE B
UCIIA.
OOBEKTHI 3alIUTHI BKIFOYAIOT:
— oOpabateiBacMyto HH(DOpMAIIHIO;
—  TEXHOJIOTHYECKYIO HH(POPMAITHIO;
— IPOrpaMMHO-TEXHMUYECKUE CPeICTBA 00pabOTKH;
— cpencrtBa 3amuThl [1/1H;
— KaHaJbl ”HPOPMALIMOHHOTO 0OMEHA U TeIEKOMMYHHKAIINH;
— OOBEKTHI U OMEIIEHUS, B KOTOPBIX pa3MmelieHbl komnoHeHTsl UCII/IH.

5. Knaccnduxauus noan3oBaresieit UCII/An

[lonb3oBarenem WCII[lH sBnseTcs I5WLO, Yy4yacTByollee B (QYHKIHMOHUPOBAHUU
MH(OPMALIMOHHONW CHUCTEMBI TEPCOHAJBHBIX JAHHBIX WM HCIOJB3YIOIIEe pe3yibTaThl €€
¢dbyakuuonupoBanus. [lons3zoBarenem UCII/IH sBisieTcss mr000# COTpYIHUK 0Opa3oBaTeIbHON
opranusaiuu, uMmeromui goctyn k UCIIJIH u ee pecypcaM B COOTBETCTBUU C YCTAHOBJIEHHBIM
MOPSIIKOM, B COOTBETCTBHUHU C €r0 (PYHKIIMOHATBHBIMU 00S3aHHOCTSIMH.

[Tonp3oBarenu UCIIIH aensTcs Ha TpU OCHOBHBIE KATETOPUH:

1) Anvunuctparop WCII[dn. CorpyaHuku o0pa3oBaTelbHON OpraHU3allHM, KOTOPBIC
3aHUMAIOTCSl HACTPOMKOM, BHEAPEHUEM M CONTPOBOXKACHUEM cucTteMbl. Aamunuctparop UCITIH
o0JaiaeT cleayoluM YPOBHEM JIOCTYIIA:
— oOnamaer mnonHOM wuH(OpManMel O CHUCTEMHOM U NPUKIATHOM MPOTPaMMHOM
o6ecneuennn UCIIIH;
— oOsamaeT noJiHOM uHMOpMaIuen 0 TeXHUYeCKuX cpenctBax u koHdurypamun MCIIIH;
— UMEeT JOCTYH KO BCeM TEXHHYECKUM CpelcTBaM 00paboTku MH(OpMALMU U JaHHBIM
NCIIOx;
— o0Onanaer mpaBaMu KOH(PUTYpPUPOBAHUS M aJIMUHUCTPATUBHON HACTPOMKU TEXHUYECKUX
cpeactB UCII/IH.
2) Ilporpammuct-pazpabotunk WCII[In. CoTpyaHuku o00pa3oBaTelbHON OpraHU3alUd WIH
CTOPOHHUX OpraHM3alMii, KOTOpPbIE 3aHUMAIOTCS Pa3pabOTKOW MPOTPaMMHOIO O0OECIeYeHHS.
Pa3pabotruuk UCII/In oOnamaeT cneayonmm ypoBHEM JIOCTYIIA:
— oOmamaer mHboOpMaIMell 00 alropuTMax M mporpaMmax oOpabOTKH MHGOpMAIMK Ha

NCIIH;

— o00mazaeT BO3MOXXHOCTSMU BHECEHMs OIIMOOK, HEIEKJIAPUPOBAHHBIX BO3MOXHOCTEH,

IIPOrpaMMHBIX 3aKJIaJJ0K, BPEJOHOCHBIX ITporpamMm B mporpammHoe obecneuenue UCIIx

Ha CTaJMHU ee pa3pabOTKU, BHEJIPEHUS U COTIPOBOXKICHHUS;

— MOXeT pacroniaratb JoO0bIMH (parmeHTamMu uHpopMmaimu o Ttonosnorun MCIIIH u

TEXHUYECKUX CpelcTBax 00paboTku u 3amuTthl [1/]H, o6padaTtsiBaembix B UCIT/IH.

3) Omneparop UCIIIH. CoTpynHuKM 00pa3oBaTeIbHON OpraHU3alMy y4acTBYIOIIKE B IpoLecce
skcrutyaranuu UCITIa. Onepatop UCII/IH o6nanaer cieayomuM ypoBHEM JOCTYIA:
— o0mamaeT BceMu HE0OX0IMMBIMU aTpUOyTaMu (HalipuMep, maposem), 00ecTeYMBarOIUMU

JOCTYIl K HEKOTOpOMY ITOAMHOKeCTBY I1/1H;
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— pacnojaract KOH(bI/II[CHI_II/IaJIBHbIMI/I JaHHBIMHU, K KOTOPBIM UMCCT NOCTYII.

Kareropuu nosnw3oBareneid A0kHBI ObITh onpenenensl A kaxao MCIIn. JomxHo

ObITh YTOYHEHO pa3/eiCHUE COTPYIHHUKOB BHYTPH KAaTETOpPHI, B COOTBETCTBHH C THIIAMHU

MoJib30Bareneil, onpeneneHHbME B [lonutrke nHOOPMAIMOHHOW O€30TTaCHOCTH.

Bce BbIsiBIIEHHBIE IPYIIIBI N0Jb30BaTENEed oTpaxatoTcss B OTdere 1o pe3ysibTaTaM BHYTPEHHEH

npoBepku. Ha ocHoBanuu OTuera onpeaenstoTes npasa aocrtymna k snementam MCI/In st Bcex

IPYII [TOJIb30BaTENEH U oTpaxarorcs B Marpune nocryna B [10105keHNN 0 pasrpaHUyYeHuN IIpaB

JoCcTyna K 00padaThIBa€MbIM MIEPCOHAIIBHBIM JaHHBIM.

6. OcHOBHBIE NMPUHIUIIBI MOCTPOCHUSA

CHCTEMbI KOMILIEKCHOM 3alIIMThI HH(l)OpMaIII/II/I

[Toctpoenne cuctemsr obecneuenus Oe3omacHoctu [1In MCIIJIn oGpa3zoBarenbHOM

opranusalvni " €€ q)YHKHHOHI/IpOBaHI/IC JOJDKHBI  OCYHIECTBJIATBCA B COOTBETCTBHU CO

CICAYOIIUMHA OCHOBHBIMH NPUHIMIIAMMU ;

3aKOHHOCTH

[Ipennosiaraer OCyIIECTBIEHHE 3AIUTHBIX MEPONPHUATHI W
paszpabotky C3II/IH 00pa3oBaTebHOM OpraHU3AIMA B COOTBETCTBUU
C JIEHCTBYIONIMM 3aKOHOJATEIHCTBOM B oOnactu 3amuthl [IJIH u
JPYTMMHU HOPMAaTUBHBIMHM IPaBOBBIMH aKTaMU IO 0€30MacHOCTH
nH(popMalLuY, YTBEPKICHHBIX OpraHaMH roCy/IapCTBEHHON BJIACTH U
YIIpaBJICHUA B IIpEACIax NX KOMIICTCHIIUH.

[Tonws3oBarenu u obcmyxuBatomuii nepconan [11a UCIIdn
00pa3oBaTeNIbHOM OpraHU3aluu JIOJDKHBI OBITH OCBEIOMIIEHBI O
nopsiake  paboTel ¢ 3amumiaeMod  mHpopmarmend, u 00
OTBETCTBEHHOCTH 3a 3amuty [1/1H.

CHucTreMHOCTDL

Cucremnsiii moaxon k mocrpoenuto C3I1/[n o6pazoBaTenbHON
OpraHu3allii  TIPEAINoJiaraeT  y4deT BCEX  B3aWMOCBSI3aHHBIX,
B3aWMOJICHCTBYIOIIUX W HM3MCHSIONUXCS BO BPEMEHH DIIEMEHTOB,
yCJIOBHI M (PaKTOPOB, CYIIECTBEHHO 3HAYMMBIX Ul IMOHHUMAHUS U
pemenuss npooOsiembl oOecnedeHus: Oe3omacHoctu I1[ln UCIIOn
00pa3oBaTeIIbHOW OpraHU3aIUH.

[lpy co3maHMM CHCTEMBI 3aIUTHI JOJDKHBI YYUTHIBATHCS BCE
cnabbie W HamboJiee ysa3BUMbIE MecTa cucteMbl oOpabotku I1/IH, a
TaK)KE XapakTep, BO3MOXHbBIE OOBEKThI W HAlpaBIICHUS aTak Ha
cucTeMy co CTOPOHBI HapyLIUTEICH (ocobeHHO
BBICOKOKBAI(DUITUPOBAHHBIX 3JI0YMBIILJICHHUKOB), yTH
MPOHUKHOBEHUs B pacnpenenennbie cucteMsl 1 HCJL k undopmanmm.
Cucrema 3alUThl JOJDKHA CTPOHUTHCS C YY4E€TOM HE TOJIBKO BCEX
U3BECTHBIX KaHanoB nmpoHukHoBeHus u HCJl x undopmarmu, HO u ¢
Y4ETOM BO3MOXKHOCTH TOSIBJICHHSI TPHHIIMITUAILHO HOBBIX MyTCH
peanuzanuu yrpo3 0e30macHOCTH.

KoMniekcHocTh

KommiekcHoe HCIOab30BaHUE MCTOHNOB U CPCACTB 3alllUThI
Impeamnoyaract COorjiaCoBaHHOC MNMPUMCEHCHUC PA3SHOPOIHBIX CPCIACTB
ITpu MOCTPOCHUN LIEJIOCTHOM CHCTEMBI 3alllUThI, HeperLIBaIOH_[eﬁ BCC
CYIICCTBCHHBIC (3Ha‘-II/IMBIe) KaHaJIbl peajin3alilui yYrpo3 W HE
conepmameﬁ c1a0bIX MECT Ha CThIKaX OTACIBbHBIX €€ KOMIIOHCHTOB.

3a1u1/1Ta AOJDKHA CTPOUTBHCA SIICJIIOHHUPOBAHO. I[.IISI KaXJa01ro
KaHaJla YTCUKU I/IH(I)OpMaI_[I/II/I U I Kakaou YIrpO3bl 0€30IMacHOCTH
AOJIDKHO CYHICCTBOBATH HCCKOJIBKO 3alllUTHBIX py6e>1<e171 COB,Z[E[HI/IC
3allUTHBIX py6e>1<el71 OCYIICCTBIIICTCS C YUYCTOM TOTO, YTOOBI I UX
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MPEOJOJIEHUS] TIOTCHIHUAIBHOMY 3JIOYMBIIIJICHHUKY TpeOOBaUChH
npodeccuoHanbHble HABBIKM B HECKOJBKUX HEB3aWMOCBSI3aHHBIX
o0JacTsx.

Buemnss 3ammra JODKHA 00ecreuuBaThCS (DHU3UUYECKUMHU
CpeACTBaMH, OpPraHU3allMOHHBIMHA U TPABOBBIMU MepaMu. OHUM U3
HanOoJiee YKPEIUICHHBIX pYOeXeill Tpu3BaHbl OBITH CpEICTBA
KpUNTOrpaguyecKor 3alluThl, PeaTn30BaHHBIE C HCIOJIb30BAHUEM
texHosiorud VPN. IIpukinagHoOW ypoBEHb 3alIUThI, YYUTBHIBAIOLIHM
OCOOCHHOCTH NpEeIMETHOW 00J1acTH, NPEJICTABIsIET BHYTPEHHMM
pyOexK 3alIuThI.

HenpepbiBHOCTH
3amuThl 1110

3amura IIJ[H — He pa3zoBoe MepompusiTHE M HE mpocTas
COBOKYITHOCTh TPOBEJCHHBIX MEPONPUATUA U YCTAaHOBJIEHHBIX
CPEIICTB 3alllUThl, a HEMPEPBIBHBIN IIeJIeHANIPaBICHHBIN TpoIece,
MPEANOJIaralolui MPUHITHE COOTBETCTBYIOIMX MEP Ha BCEX ATamax
ku3nennoro 1ukira UCITJIH.

HCIIJIH 10KHBI HaXOIUTHCS B 3alIUIICHHOM COCTOSHUM Ha
MPOTSHKEHUH BCETO BpEMEHHU UX (DYHKIIMOHUPOBaHUs. B cooTBeTCTBUM
C ATUM TPUHITUIIOM JOJKHBI PUHUMATHCSI MEPHI TI0 HEOYIIICHHIO
nepexona UCIIT/IH B HE3aIUIIIEHHOE COCTOSIHUE.

BonbmuHCTBY (DU3UYECKUX U TEXHUYECKHX CPEJICTB 3allUTHI
st 3¢G(GEKTUBHOTO BBIMOJHEHUS CBOMX (PyHKIOHMI HeoOXxoanma
MOCTOSTHHASI TEXHUYECKass U OpraHu3alMoOHHas (aIMUHHCTPATUBHA)
MmoJyiepKKa (CBOEBpEMEHHAas CMEHa M OO0eCIedYeHHe MPaBHIHBHOTO
XpaHEHUs U TPUMEHEHHUs HMMEH, MapoJjeil, Kirouel mudpoBaHus,
repeonpeescHue MoJTHOMOYH | T.11.). [lepepsiBbl B paboTe cpencT
3allUTBl MOTYT OBITh MCIOJIB30BAHBl 3JIOYMBIIIJICHHUKAMU  JUIS
aHaJIM3a MPUMEHSIEMbIX METOJIOB U CPEACTB 3aLIUTHI, JUIsl BHEIPEHUS
CIIEIMATIBbHBIX MPOTPaMMHBIX M alllapaTHBIX '3aKnaagok", U APYrux
CPEICTB MPEOJ0JICHHUS CHUCTEMbI 3alllUThI MOCJIE BOCCTAHOBIICHUS €€
(YHKIIMOHUPOBAHMSL.

CBOeBpEeMEHHOCTH

[Ipeamonaraer ymnpexaaromuid XapakTep Mep o0ecreueHus
6e3onacHocty IIJIH, TO €CTh MOCTAaHOBKY 3ajad IO KOMILJIEKCHON
samute UCII/IH 1 peanuzanuio Mep odecnieuenus oezonacuoctu [1/[x
Ha paHHUX cTaausax paspaborku UCIIH, B 1emoM, U €€ CHUCTEMBI
3aIMThl MH(POpPMAIUH, B YaCTHOCTH.

Pa3paboTka cucTeMbl 3aIIUThI JI0/DKHA BECTHCH MTApaISIBLHO C
pa3pabOTKOM W pa3BUTHEM CaMOM 3alllMIIaeMON CHCTEMBL. ITO
MO3BOJIUT Y4eCTh TpeOoBaHMS OE30MACHOCTH MPH MPOEKTUPOBAHUU
UH(GOPMAIMOHHON apXUTEKTYPhI U, B KOHEUHOM CYeTe, CO3/1aTh Ooee
s dekTuBHBIE (KaK MO 3aTpaTaM pPecypcoB, TaK U MO CTOUKOCTH)
3aIIMIIEHHBIE CUCTEMEL.

IIpeeMCTBEHHOCTH U
COBEPLICHCTBOBAHUE

[IpeanonaratoT MOCTOSTHHOE COBEPLIEHCTBOBAHHWE MeEp U
CPEeICTB 3aluThl HWH(GOpPMAllMM HAa OCHOBE IIPEEMCTBEHHOCTU
OpraHM3allMOHHBIX M TEXHUYECKUX PEIIeHUH, KaJIpOBOT0 COCTaBa,
aHanuza ¢ynkuuonupoBanus HCII[lH u ee cucTeMBbl 3alIUTHI C
y4eTOM M3MEHEHHUI B METOaX U CPeJICTBaxX mepexnsaTa HHPOpMAaIUH,
HOPMAaTHUBHBIX TpeboBaHu 1o 3alluTe, JOCTUTHYTOTO
OTEUECTBEHHOTO U 3apy0eKHOTO OTBITA B 3TOM 00JIacTH.

HepconanbHast
OTBETCTBEHHOCTh

[IpenmonaraeT Bo3NnokeHNE OTBETCTBEHHOCTH 3a 00eCTIeueHIEe
o6esomacuoctu [IJlH w cucrembl ux 00pabOTKM Ha KaXIOTrO
COTPY/IHMKA B MpPEJENaxX ero nojHoMouuid. B cOOTBETCTBUM C 3TUM
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MPUHIUIIOM pacHpelesieHue IpaB U OO0S3aHHOCTEH COTPYIHUKOB
CTPOMTCS TAKUM 00pazoM, 4TOOBI B ClTy4yae JIF000TO HApYIIEHUS! KPYT
BHHOBHHKOB OBLI Y€TKO M3BECTEH UIIU CBCJCH K MUHUMYMY.

MpuHuun
MHUHHMH3ALHHA
MOJTHOMOYH N

O3HavaeT NperoCTaBICHUE IOJIH30BATENSIM MHHHUMAIbHBIX
nmpaB  J0OCTyla B COOTBETCTBUM  C  NPOU3BOJICTBEHHOMH
HEOOXOAMMOCThIO, Ha OCHOBE IPHUHIIMIIA «BCE, YTO HE Ppa3pelieHo,
3aIpEUICHOY.

Hoctyn k [1/IH 10/KeH TpeaoCTaBIATHCS TOJIBKO B TOM CIydae
U 00BeMe, €CIT 3TO HEOOXOJAMMO COTPYIAHHKY JUISl BHIIIOJTHCHHS €TO
JOJIKHOCTHBIX O0S3aHHOCTEH.

B3aumopaeiictBue u
COTPYAHUYECTBO

[Ipennonaraer co3nanue OuaronpusaTHOW armocepsl B
KOJUIEKTHBAaX MOJpa3ieieHui, 0O0ecreunBaimux AeITeIbHOCTD
UCTIIH 06pa3oBaTenbHOM OpraHU3allid, Il CHIDKEHHS BEPOSITHOCTH
BO3HUMKHOBEHHMS HETAaTUBHBIX JIEUCTBUM, CBA3AHHBIX C YEJIOBEYECKUM
(dhakTopom.

B Ttakoifi 00cTaHOBKE COTPYIHUKU JOJIKHBI OCO3HAHHO
coOI0AaTh yCTAaHOBJIEHHbIE IpaBWJIa W OKa3bIBaTh COJCHCTBHE B
JIeSITeNIbHOCTH MOAPa3/IeIeHUH TEXHUYECKOH 3aIIUThl MH()OPMAILIUH.

T'néxocTh cuCTEMBI
3ammThl I1JIH

[IpunHsaTEIE Mepbl U YCTAaHOBJIGHHBIE CpEJICTBA 3alIUTHI,
OCOOCHHO B HAYaJdbHBIK MEPUOJ HUX OKCIUTyaTallud, MOTYT
obecrieunBaTh Kak Ype3MEpHBIA, TaK M HEIOCTATOYHBIA YpPOBEHBb
3amuThl. [ obecriedeHus BO3MOXKHOCTH BapbUPOBAHUS YPOBHEM
3alMIIEHHOCTH, CPEACTBA 3aIUTHI TOJDKHBI 00J1a1aTh ONIPEIEICHHOM
ruokocThio. OCcoOEHHO BaXKHBIM 53TO CBOWCTBO SBJISIETCSI B TeX
CllydasiX, KOrJa YCTaHOBKY CpEACTB 3alllUThl  HEOOXO0JUMO
OCYILIECTBIISITH Ha pabOTAIONIYI0 CUCTEMY, HE Hapylllasl Ipolecca ee
HOPMaJIbHOTO (PYHKIIMOHUPOBAHUSI.

OTKpbITOCTH
AJIrOPUTMOB H
MEeXaHN3MOB
3aIMThI

CyTh TpPHHIMIIA OTKPBITOCTH AJTOPHUTMOB M MEXaHHW3MOB
3aI{UTBEl COCTOMT B TOM, YTO 3all[dTa HE JOJDKHA OO0ECIIeUYMBATHCS
TOJIBKO 3@ CYET CEKPETHOCTH CTPYKTYpHOH OpraHu3aiud u
ITOPUTMOB (DYHKIIMOHUPOBAHUS €€ TOJICUCTEM. 3HAHHE aJITOPUTMOB
paboOThl CHUCTEMBI 3allUThl HE JOJDKHO JaBaTh BO3MOXKHOCTH €€
npeonoicHus (maxe apropam). OjHAKO, 3TO HE O3HAYaAeT, YTO
uHbOpMaIlMsd O KOHKPETHOM CHCTEME 3alllUThl JOJDKHA OBITh
00LIe10CTyITHA.

ITpocrtoTa
NPUMEHEeHHUs
CPeICTB 3aIMThI

MexaHu3MBbl 3alUThl TOJDKHBI ObITh MHTYUTUBHO MOHSATHBI U
IIPOCTBI B UCII0JIb30BaHUU. [[puMeHeHne CpeCTB 3alUThl HE TOJDKHO
OBbITh CBSA3aHO CO 3HAHMEM CIELUAIBHBIX SI3bIKOB MM C BHIIIOJHEHUEM
JNEUCTBUH, TpeOyroLmx 3HAYUTEIIBHBIX JIOTIOJIHUTEIIBHBIX
Tpyro3aTpaT Ipu  OObIYHON  paboTe  3aperucTPUPOBAHHBIX
YCTAaHOBJICHHBIM IOPSAAKOM IIOJIB30BATEICH, a TAaKXKEe HE JOJDKHO
TpeOOBaTh OT IMOJIL30BATENS BHIIOJIHEHUS PYTHHHBIX MaJIOTIOHATHBIX
eMy ornepauuii (BBOJ HECKOJIbKUX HapoJiell U UMeH U T.A.). JlobkHa
JOCTUTaThCsl aBTOMAaTH3alMsg MAaKCUMAaJIbHOITO 4YHCIIA JCHCTBUU
noJib3oBareneil u agmuanctpatopos MCIIJIH.

Hayunas
000CHOBAHHOCTD U
TeXHHYeCKas
peaan3zyeMocThb

I/IH(l)OpMaLII/IOHHLIe TCXHOJIOTHH, TCXHHUYCCKHEC )41
IIporpaMMHBIC CpEACTBA, CPEACTBA U MCEPLI 3allIUTHI I/IH(I)OpMaI_II/II/I
JOJIXKHBI OBITH pcain30BaHbl Ha COBPCMCHHOM YPOBHC pPA3BUTHA
HAaYKU U TCXHUKHU, HAYYHO 000CHOBAHBI C TOYKHU 3PCHUSA NOCTHUIKCHUA
3aaHHOI'O YPOBHS 0e30MacHOCTH I/IH(I)OpMaI_II/II/I, JOJIXKHBI
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COOTBETCTBOBATh YCTAHOBJIIEHHBIM HOpMaMmM H TpPEOOBaHHSM IO
6e3omacuoctu [1/]H.

C3I1/ln  nmomxHa OBITh OpPHEHTUPOBAaHA HA  peEIICHUS,
BO3MOXHBIC PUCKH JII KOTOPBIX U MEpPbl MPOTUBOACUCTBUS ITHM
pUCKaM TPOIUIA BCECTOPOHHIOI TEOPETUYECKYIO M TPAKTHUECKYIO
IPOBEPKY.

[Ipennonaraer mnpuBiIedeHHE K pa3pabOTKe CpPEACTB U
peanu3any  Mep 3allUThl MHPOPMAIHMK  CIIEHUATU3UPOBAHHBIX
opraHu3anuii, Hambojee MOATOTOBICHHBIX K KOHKPETHOMY BHIY
NEeSITeILHOCTH 10 o0ecrieueHuto 6e3onacHoctu [1/IH, MMEIONIHUX OIBIT
MPAaKTUYECKOH pabOThl M TOCYJApCTBEHHYIO JHIICH3WIO Ha MPaBO
OKa3aHWs YCIyr B 3TOM oOmacTu. Peanmm3amust aqMHUHHCTPATHBHBIX
MEp M OKCIUTyaTalHs CPEJCTB 3aIUTHl JOJDKHA OCYIIECTBISTHCS
npodeccHoHaITBEHO MOJITOTOBJICHHBIMHA CIeIHATNCTaMHU
00pa30BaTeNIbHOIN OpraHu3altu.

[Ipennonaraer  0043aT€NBHOCTH W CBOEBPEMEHHOCTh

BBISIBJICHUS W TIPECEUCHHS TOMBITOK HApPYIICHUS YCTaHOBJICHHBIX
npaBui obecrieuenus Oe3omacHocTy [1/[H HA OCHOBE MCTIOIB3YEMBIX
CHCTEM M CPEICTB 3aIIUTHl HHPOPMAIIUU TPH COBEPIICHCTBOBAHUH
KPUTEPHEB W METOJOB OIECHKH J(PPEKTUBHOCTH ITHX CHCTEM |
O0s3aTeILHOCTD CPEICTB.
KOHTPOJIS KoHTpoItb 32 NesITeTbHOCTHIO JIF000TO MOJIE30BATENS, KaXI0TO
CPEICTBA 3alllUThl U B OTHOILLIEHUU JIOO0r0 00bEKTa 3alUThl JOJKEH
OCYILIECTBIISITECS. HAa OCHOBE IPUMEHEHHs] CPEJCTB OINEpPaTHBHOTO
KOHTPOJS W  perucTpal W JOJDKEH  OXBaThlBaThb  Kak
HECaHKIMOHUPOBAHHbIE, TaK U CAaHKIMOHUPOBAHHBIE JEHCTBUS
M10JIb30BATENEH.

Crnenuajausauus u
npodeccnoHaTU3M

7. Mepbl, METO/IbI M CPeJICTBA o0ecnedeHNsi TPeOyeMoro YPOBHS 3aIMINEHHOCTH

Obecnieuenre TpeOyeMOro ypOBHsS —3allMIIEHHOCTH JIOJDKHOCTH JIOCTHUTAaThCs €
HCIIOJIb30BAHUEM MEpP, METOJIOB M CPEICTB Oe30macHOCTH. Bee Mephl oOecrieueHust 6€301MacHOCTH
UCIIJn noapa3aenstorcs Ha:

IIpaBoBbIe MepBbI K npaBoBbIM MepaMm 3aIIMTBl OTHOCSTCS ICUCTBYIOLIME B
3a1UTHI CTpaHE 3aKOHbl W HWHBIE HOPMATUBHBIE IPAaBOBBIE  AKTHI,
perinaMeHTHpyromue npasuia obpamenus ¢ I1J{H, 3akperuisronue
npaBa U 003aHHOCTH Y4aCTHUKOB MH(POPMALIMOHHBIX OTHOILIEHUH B
nporecce ee  00pabOTKM M HCHOJB30BAHUS, a  TaKxKe
yCTaHaBJIMBAIOIIME OTBETCTBEHHOCTb 3a HApYILEHUs 3TUX IPaBUJI,
HPENSATCTBYSI TEM CaMbIM HEIPABOMEPHOMY Hcrosib3oBaHuto [1/1H u
SBIIAIONINECS CHACPXKUBAIOIUM  (PAKTOPOM Ul  MOTEHLHAIbHBIX
HapyLuTeneh.

[IpaBoBBIE MEPBI 3aLIUTHI HOCAT B OCHOBHOM YITPEKIAIOLIH,
npodWIakTHYeCKUi  XapakTep M TpeOYIOT  MOCTOSIHHOM
Pa3bIACHUTENBHONW pabOThl C MOJB30BATENSIMU M OOCITYXUBAOIIUM
NIEPCOHAJIOM CHUCTEMBI.

MopaabHo- K  MopanbHO-3THYECKMM  MepaM  OTHOCSTCA  HOPMBI
ITHYECKHE Mephbl MOBEJICHUS, KOTOPbIE TPAJULMOHHO CIOXKWINCHh WU CKJIaJbIBAIOTCS
3alMThI mo Mmepe pacmpoctpanenuss DBM B crpane unu oOrmectBe. OTH

HOPMBI OOJIBIIIEH 4YacThI0 HE SIBISIOTCS O6H38.TCJ'IBHBIMI/I, KakK
3daKOHOJATCJIBHO YTBCPKACHHBLIC HOPMATHBHBLIC AKTbI, OJHAKO, HUX
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HECcOOJII0JIeHHe BEAEeT OOBIYHO K MAJCHUIO0 aBTOPHUTETA, MPECTHkKa
YCJIOBCKA, I'pylIlbl JIMI WA OpraHu3alunu. MOpaHBHO-BTI/I‘ICCKI/Ie
HOPMBI OBIBAIOT KaK HENHUCaHble (HApUMep, OOIIeTpU3HAHHBIC
HOPMBI YCCTHOCTH, IMATPHUOTH3MA U T.H.), TaK U IIHMCAaHBIC, TO €CTb
oQopMIICHHBIE B HEKOTOPHIH CBOJI (YCTaB) MPABHJI WX MTPEIITHUCAHUH.

MOpaHLHO-BTquCKHe MCPLbI 3alHUThI SABJIAOTCA
npo(UIAKTUIECKUMHU U TPEOYIOT MOCTOSHHON PabOTHI IO CO3/IaHUI0
3I0POBOTO MOPAJIBHOTO KIMMAaTa B KOJUICKTHBAX I10JPa3/ICiICHUN.
MOpaJILHO -OTHYCCKHUEC MCPbI 3allUTBl CHMKAKOT BCPOSATHOCTH
BO3HHUKHOBCHUA HEraTUBHBIX IICI>’ICTBHI>'I, CBs3aHHBIX C YEJIOBCUYCCKUM
(dhakTopom.

OpranusanuoHHbIE
(aIMMHHUCTPATUBHbIE)
Mepbl 32U ThI

OpranuzanuoHHbIe (A IMUHUCTPATUBHBIE) MEPHI 3ALLIUTHI - 3TO
MEpbl  OPraHM3alMOHHOTO  XapakTepa,  perjJaMeHTHPYIOIINe
npoueccel pyaxnuonupoanus MCII/IH, ucnons3oBaHue pecypcoB
UCIIH, nedarenbHOCTh OOCTY)KMBAIOIIETO IEpCOHANIa, a TaKkKe
opsiIoK B3aumoeiicteus noaws3zoBareneii ¢ ICII/IH Takum oOpaszom,
9TOOBl B HaWOOJbBINEH CTENEHU 3aTPYAHHTh WJIH WCKIIOYHTH
BO3MOXHOCTb peajn3alii yrpo3 0€30MacHOCTH U CHU3UTDH pa3Mep
MOTEPH B CIIydae UX peain3alui.

I'maBHas 1eah aIMUHUCTPATUBHBIX MEp, MPEATPUHIMACMBIX
Ha BBICIIEM YIPaBJICHYECKOM ypoBHE — copmupoBars [lomuruky
nHpopMannoHHoi 6e3omacHocTH [IJ[H (OTpakaromyro MOIX0abl K
3ammuTe WHPOPMAIMKM) W OOECHEYUTh €€ BBITIOJIHCHHUE, BBIIEISS
HE0OXO0IMMBbIE PECYPChI, 1 KOHTPOJIHUPYS COCTOSIHUE eIl

Peamuzamus  Tlomutukn wHGOPMAIMOHHON 0€30MTaCHOCTH
I[IIn 8 UCII[IH cocTosiIT M3 Mep aAMUHUCTPATUBHOTO YPOBHSI H
OpraHU3aIMOHHBIX (TMPOIIEAYPHBIX) MEP 3aIIUThl HH()OPMAITUH.

K agMuHUCTpaTUBHOMY YypPOBHIO OTHOCSTCS pELICHHUS
PYKOBOJCTBA, 3aTparuBatoniue aesarenbHocts UCI/IH B nenom. Otu
pemienus  3akperisitorcss B llomutHke — uHQOpMAIMOHHOM
6e3omacHocTH. [Ipumepom Takux pemeHuii MOryT ObITh:

— TpUHATHE pelieHdus O (OpPMHPOBAHUM WIH TEPECMOTpE
KOMIUIEKCHOU IporpaMMel obecrieuenus 6ezonacuoctu [1/1H,
oTpe/ielieHue OTBETCTBEHHBIX 32 €€ pean3alluio;

— ¢opMmynupoBaHHe LeNel, MOCTaHOBKa 3a/iay, OINpe/esieHHe
HaIpaBlIeHUH eaTenbHOCTH B 00nactu 6e3omacnoctu [1/1H;

— TPUHATHE PEIIEHUH MO BOMPOCAM peallM3alMU MPOrpPaMMBbI
0€30MacHOCTH, KOTOpPBIE pPACCMAaTPUBAIOTCS HAa YpPOBHE
(KkpaTkoe HauMEHOBaHHE OTIEPaTOpa) B LIETIOM;

— o0ecnieyeHre HOPMAaTUBHO - TMPaBOBOW 0a3bl BOMPOCOB
0€30MacHOCTH U T.II.

[Tonutrka BepXHEro ypoBHs JOJDKHA YETKO OYEpTUTH chepy
BIUSHUSL U OTPAHWYEHUS TMPHU OMpeNeTeHUH Iienell 0e30MmacHOCTH
[1/11, ompenenuTh KaKUMHU pecypcamu (MaTepualbHbIE, MEePCOHAN)
OHHM OYAYT NOCTHTHYTHI W HAWTU pPa3yMHBIH KOMIIPOMHUCC MEXKIY
IpUEeMIIEMbIM YpPOBHEM 0€30MacHOCTH W (PYHKIHOHAIBHOCTHIO
NCTI/n.

Ha opranuzaiinoHHOM ypOBHE OMPENENSAIOTCS MPOIEIAypPhl U
MpaBWiIa JIOCTWKEHHUS T1eneid u pemeHus 3amad  [lonutuku
nHpopmannoHHou 6e3omacHocTu [1J]H. DTH npaBmiIa OMPEaeNsIoT:

— KakoBa 00J1acTh MPUMEHEHUS MOIUTUKH OezonacHocTH [1J1H;
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— KakoBBl pOJIM H OOS3aHHOCTH JIOJDKHOCTHBIX  JIMII,
OTBEYAIOIIUE 32 MPOBEACHHUE MOMUTHKU Oe3onacHocTH [1/1H,
a TaK)K€ YCTAaHOBUTH UX OTBETCTBEHHOCTb;

— KTO uMeer npasa gocryna k I1/1H;

— KaKkMMHM Me€paMH M CpeACTBaMU OOECIeUMBACTCA 3allluTa
111n;

— KaKMMH MEPAMH M CPEJICTBAMH 00ECIeYMBAETCSI KOHTPOJIb 32
COOJII0/ICHUEM BBEJIEHHOTO PeXUMa 0€30MMacHOCTH.
Opranu3aioOHHbIE MEPHI JTOJDKHBI:

— IpeAycMaTpuBaTrh perilaMeHT MH(POPMALMOHHBIX
OTHOILICHHH, HCKJIFOYAFOIINX BO3MO>KHOCTb
HECaHKIIMOHUPOBAHHBIX JECWCTBUI B OTHOLIEHHH OOBEKTOB
3aIlUTHI;

—  ONpEAeNATh KOAIMIIMOHHBIE U HEPAPXUUYECKUE MPUHIIUIBI U
METO/bI pa3rpaHudeHus pocryna K [1/1H;

— OMNpenensiTh MOPSAJIOK paboThI c MIPOTrpamMMHO-
MaTeMaTHYeCKUMHU W TEXHUYECKUMH  (ammapaTHbIC)
CpeICTBaMU 3alUThI, KPUIITO3AMIUTHI, U JAPYTUX 3ANTUTHBIX
MEXaHU3MOB;

— OpraHu30BaTh MEpBbI IIPOTUBOICHCTBUS HCI
MOJIb30BATEIISIMU Ha dTanax ayTeHTH(UKAINKI, aBTOPU3AIINH,
uaeHTU(UKaAIK, 00€CTICUNBAIONIUX TapaHTUU peallh3aIluu
IpaB M OTBETCTBEHHOCTH CYOBEKTOB HH(POPMALMOHHBIX
OTHOILEHHUH.

Oprann3allMiOHHBIE MEPHI T0JDKHBI COCTOATH 3!

— peraamenTa gocryna B nomemenus UCIHx;

— MOPSAOOK JOMYCKA COTPYAHHMKOB K MCHOJB30BAaHUIO PECYPCOB
NCTI/In oOpa3oBaTeabHOM OpraHU3aliu;

— DperiaMeHTra MpoleccoB  BelAeHHs 0a3  JaHHBIX H
OCYILIECTBIECHUS MOAU(PHUKAIINN HHPOPMAITUOHHBIX PECYPCOB;

— perjaMeHTa MpOIEeCcCOB OOCIYKHBAHHUS U OCYIIECTBICHUS
MoAu(UKAIIMKM  aNlapaTHBIX ¥ MPOTPAMMHBIX PECYPCOB
NCIIH;

— wuHcTpykiuid monw3zoBarenedt WCIIJIn  (amMuHHCTpaTopa
NUCTIln, amMuHHCTpaTOpa  OE€30MAaCHOCTH, OIllepaTopa
NCTIn);

— HHCTPYKLUU M0JIb30BATENS npu BO3HUKHOBEHUH
BHEILTATHBIX CUTYaLHil.

DuznvyecKne Mepbl
3alUThI

®du3nyeckue Mephbl 3allUThl OCHOBaHbI Ha MPUMEHEHUH
pa3HOTO  poJila MEXAaHWUYECKHUX, DJEKTPO- WU  DJIECKTPOHHO-
MEXaHMYECKUX  YCTPOMCTB M COOPYKEHHH,  CIEUHUAIBHO
NpeIHa3HAYeHHBIX JUIS CO3MaHus (PU3WYECKHX MPEMmsITCTBUMA Ha
BO3MOXHBIX IIyTSX IPOHUKHOBEHUS M JOCTYyNAa MOTEHIMAJIbHbBIX
HapylIUTENEH K  KOMIIOHEHTaM CHCTEMBl W 3alllHIIAEMOMN
uHbOpMAIlMK, a TaKKe TEXHUYECKHX CpPEJICTB BU3YalbHOTO
HAOIOJICHS, CBSI3U M OXPAaHHOM CUTHAIIM3AIINH.

®dusznueckas 3alluTa 3JaHHH, TOMEIICHUN, OOBEKTOB U
cpeacTB  WHGOPMATHU3AMU  JOJDKHA  OCYHIECTBISTHCS — IyTEM
YCTAHOBJIEHUSI COOTBETCTBYIOUIMX IOCTOB OXpPaHbl, C MOMOILIBIO
TEXHUYECKUX CPEJCTB OXPaHbl WM JIIOOBIMH JAPYTUMHU CIIOCOOAMH,
NPEIOTBPAIAOIIMMH,  WJIM  CYIIECTBEHHO  3aTPYAHSIOLIUMU,
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IIPOHUKHOBEHHUE B 3/1aHUE, [IOMEIIEHHSI IOCTOPOHHUX JIUL], XUIIEHUE
MH(POPMAIIMOHHBIX HOCUTENIEH, CaMUX CpPeACTB WH(pOpPMaTH3ALUH,
HCKIIIOYAIOIIUMHU HaXO0X/IEHUE BHYTpHU KOHTPOJIUPYEMOI
(oxpaHseMOI1) 30HBI TEXHUUYECKUX CPEACTB Pa3BEIKU (BHUIEOKaMep,
MOCIIYIIUBAIOUIUX YCTPOMCTB).

[lepeuenr BbIOpaHHBIX Mep oOecreueHusi O€30MaCHOCTH
oTpaxkaerca B IlimaHe MepompusTHI TO OOECIEUYCHHUIO 3allUThI
NEPCOHAIbHBIX JAHHBIX.

AnmnaparHo-
NpOrpamMMHBbIe
CpeACTBA 3alUThI
I Iu

Texnuyeckue (anmapaTHO-NPOTPaMMHbBIE) MEpPbI  3allUTHI
OCHOBAaHbI Ha UCII0JIb30BAHNUH PA3JIMUHBIX 3JIEKTPOHHBIX YCTPOICTB U
CrenuanbHbIX TporpamM, Bxoasmux B coctaB WCIIJH, wu
BBIMIOJIHSAIOUIUX (CAaMOCTOSITENIbBHO WJIM B KOMIUIEKCE C JAPYTUMU
CPEICTBaMH) GbyHKIMH 3aIINATHI (MneHTHPUKALUIO u
ayTeHTU(PUKALMIO TIOJh30BaTENeH, pa3rpaHuyeHue JOCTyma K
pecypcam, perucTpanuio CoObITHH, KpUNTOrpapuuecKkoe 3aKpbITHE
nH(pOpMaLUU U T.1.).

C yderoMm Bcex TpeOOBaHWU W TPHUHIUIIOB OOECIICUCHUS
6e3onacuoctu [1/Ix B MUCII/IH mo BceM HampaBiCHHSM 3allUTHI B
COCTaB CHCTEMbI 3alUTHl JOJDKHBI OBITH BKIIIOUEHBI CIIETYIOLIUE
cpencrTaa:

— cpexacTsa UICHTUPUKAIITT (omo3HaBaHUS) "
ayTeHTU(UKaUN (moaTBEpKACHUS MOJITTUHHOCTH)
nosb3oBareneit UCII/IH;

— CpeACTBa pasrpaHUYCHMs [OCTyNa 3aperHCTPUPOBAHHBIX
nosp3oBareneit cuctembl k pecypcam HCII[H (kpaTkoe
HalIMEHOBAaHME OIIEpaTopa);

— cpenctBa  o0ecredeHHs W KOHTPOJS  LIEJTOCTHOCTH
IPOrPaMMHBIX ¥ HH(OPMALIMOHHBIX PECYPCOB;

— CpelCTBa ONEPATUBHOIO KOHTPOJS U PErHMCTPALUU COOBITHIM
0€e30I1aCHOCTH;

— Kpuntorpagudeckue cpeactsa 3amuts! [1/1H.

YcnemHoe NpUMEHEHHE TEXHUYECKHX CPEICTB 3allUTHI Ha
OCHOBAHMHU MPUHLMIIOB (pa3zell 5) NpeanosaraeT, 4YTo BbIIOJHEHHE
IIePEUHCIIEHHBIX HIKE TpeOOBaHU 00eCrieueHO OpraHu3allMOHHBIMU
(aIMUHMCTPATUBHBIMU) MEpaMH U HUCHOJIb3YyeMbIMU (DPU3MYECKUMHU
CPEICTBaMU 3aLIUTHI:

— o0ecrnieyeHa (u3nyeckas ILEJOCTHOCTh BCEX KOMIIOHEHT
NCIIH;

— Kaxapld coTpynHuk (momb3oBatens MCII[H) wam rpymma
I10JIb30BATEIEH UMEET YHUKAJIBHOE CUCTEMHOE UMS U MUHHUMAJIbHO
HEOOXO/UMBIE [UI BBINOJHEHUS KM CBOMX (DYHKLIHOHAJIBHBIX
00s13aHHOCTEH MMOJIHOMOYUS O JAOCTYITY K peCypcaM CHUCTEMBI;

— B HCIIIH oOpa3oBarenbHO opraHu3anuu paspaboTka U
oTJIafKa IporpaMm ocyiectBisercss 3a npenenamu WCII/IH, Ha
UCIIBITATENbHBIX CTEH/AX;

— BCE  H3MEHEHMs  KOHQUIypalUu  TEXHHYECKUX U
nporpaMMHbix  cpeacts  HMCIIJIH  mpousBomsTcs  CTpPOro
YCTaHOBJIEHHBIM HOPSAIKOM (PETUCTPUPYIOTCS U KOHTPOJIUPYIOTCS)
TOJIBKO Ha OCHOBaHUU pacnopspKeHUI PYKOBOJICTBA
o0pa3oBaTesibHON OpraHu3alIiy;
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— cereBoe 00OpynoBaHHE (KOHIIEHTPATOPBl, KOMMYTaTOPHI,
MapIIpyTU3aTOPHI U T.I1.) pACIOJIAraeTcsi B MECTAX, HEJTOCTYITHBIX JJIs
MOCTOPOHHUX (CTEUUANBHBIX MOMEIIECHUAX, MKadax, 1 T.IL.).

—  CHEeHUAIUCTAMHU 00pa3oBaTeIbHON OpraHu3anuu
OCYULIECTBJISICTCS HENPEPHIBHOE YIIPABICHUE M AJIMHHMCTPAaTHBHAs
1OJIeP’KKa (DYHKIIMOHUPOBAHUS CPEACTB 3aIINTHI.

8. Kontpousb 3¢pdpextuBHocTu cucrembl 3amutbl UCII/IH yupexnenus

KonTtpoins s dexrunoctn C3I1/IH nomkeH ocyniecTBIsSeTCsS Ha IIEPHOIMYECKON OCHOBE.
Henbto koHTposst 3(G(EKTUBHOCTH SIBISETCS CBOEBPEMEHHOE BBISBIECHUE HEHAJUIEKAIINX
pexumoB pabotel C3IIJIH (OTKIIOUEHWE CPEACTB 3alUThI, HAPYIIEHHWE PEKUMOB 3alUTHI,
HECaHKIMOHUPOBAHHOE M3MEHEHHE pPEXUMa 3allUThl U T.N.), a TaK)Ke MPOTHO3UPOBAHUE U
MIPEBEHTUBHOE PearupoBaHue Ha HOBbIE yrpo3bl Oe3omacHocTH [1/1H.

Kontpons MoXeT mNpoBOAUTHCS Kak aaMuHuUcTparopamu Oe3zonacHoctu  WCIIdH
(omepaTtuBHBI KOHTPOJIb B mpouecce uHpopmanronHoro B3aumojeiictsus B UCII/H), Tak u
MIPUBJIEKAEMBIMU JUISI STOW 1€ KOMIIETEHTHBIMHM OpPraHU3alUsIMHU, UMEIOUIMMH JHIIEH3UI0 Ha
3TOT BUJ JiedaTenbHOCTH, a Takke DCTIK Poccun u ®Ch Poccuu B npenenax ux KOMIETEHIIUH.

KoHTponbs MOXeT ocylecTBIsAThCS aIMUHUCTPATOPOM OE30MAaCHOCTH KakK € MOMOUIbIO
IITaTHBIX CPEACTB cucTeMbl 3auuThl [IJIH, Tak ¥ ¢ MOMOIIBIO CHENHATIBHBIX MPOrPAMMHBIX
CPEICTB KOHTPOJISL.

Onenka >ppextuBHOCTH Mep 3auThl [1/IH nmpoBoAUTCS ¢ UCTIOIB30BAaHUEM TEXHHUUECKUX
Y IPOrPaMMHBIX CPEICTB KOHTPOJIS Ha MPEAMET COOTBETCTBHUS YCTAHOBJICHHBIM TPEOOBAHUSM.

9. Cdepnl oTBeTCTBEHHOCTH 32 6e3onacHocTh [1/1H

OTBETCTBEHHBIM 3a pa3pabOTKy Mep W KOHTPOJh Haja obecrieyeHHeM O€30MacHOCTH
MEePCOHAIBHBIX JAaHHBIX SIBJISIETCA PYKOBOIUTENb 00pa3oBaTeNIbHOM opranu3anuu. PykoBoaurens
MOXKET JIeJeTMpOBaTh YacTh IOJHOMOYHMI MO oOecredeHuto 0e30MacHOCTH MepCOHATBHBIX
JTAHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOJWTENS] BKIIOYACT  CJEAYIOIIME  HaIpaBlICHUS
oOecneuenus 6e3onacuoctu [1/1H:

— IUIAaHUPOBAHUE U pealn3alus Mep 1o odecrneueHuto 6e3omnacuoctu [1/1H;

— ananu3 yrpo3 6e3omacuoctu [1/1H;

— pa3paboTKy, BHEApPEHHE, KOHTPOJIb KCIOJIHEHUS M TOJJAEepKaHHE B aKTyaJbHOM
COCTOSIHUM TOJUTUKH, PYKOBOJICTB, KOHILIETIINH, IPOLIEAYP, PErJIAMEHTOB, MHCTPYKLIMI U APYTrUX
OpraHU3aI[MOHHBIX JOKYMEHTOB I10 00ecreueHnIo 6€30MacHOCTH;

— o00yuenue u uHpopmupoBanue noibzoBateneid UCII/IH, o mopsake pabotel ¢ I1H u
CPEICTBaMH 3aLIUTHI;

— IPEeNOTBpAIllEHUE, BBIABICHHE, pPEArMpOBAHUE M  PACCIECIOBAaHUE  HAPYILICHHUU
oe3onacHoctH I1]1H.

[Ipu B3aMMOAEICTBUM CO CTOPOHHUMHU OPTraHU3AIUSAMU B CIIy4asiX, KOTJa COTPYAHHKAM
ATUX OPTraHM3alMi MPEAOCTaBISETCS JOCTYNM K OOBEKTaM 3allUThl, C STUMH OpPraHHU3AIUSIMU
JOJDKHO OBbITh 3akitoueHo «CornamieHne o KOH(pUISHIMATbHOCTHY», HO0 «CorniameHue o
cobmoaennu pexuma o6e3onacHoctu [1/1n nmpu BeimosHenuu padot B UCITIn».
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10. Moaeib HapyLIuTeJIsi 6€30MaCHOCTH

[Mon mapymmutenem B 00pa30BaTeIbHOW OpPraHM3allMM MOHUMAETCs JIMIO, KOTOpPOE B
pe3yJbTaTe yMBIIUIEHHBIX WIM HEYMBILIUIEHHBIX JEHCTBUH MOKET HAaHECTH yuepOd oObeKkTaM
3aIUTHI.

Hapymmrenu mnoapaspenstorcss no mnpusHaky npuHamiexsHocty k MWCII/Ix. Bce
HapYIIMTEIH AETATCS Ha JIBE TPYIIIIbI:

— BHEIIHWE HAapymHTeNH — (U3WYECKHe JHIa, He HMEIOIIMe IpaBa NpeObIBaHHUA Ha
TEPPUTOPUHU KOHTPOJIUPYEMOM 30HBI, B TIpe/iesiax KoTopoit pazmemaercs ooopynoanue UCI1H;

— BHYTPEHHHE HApYIIUTENH — (QHU3UYECKUE JIHMIa, HMMEIOIIME NpaBO MNpeObIBaHUS Ha
TEPPUTOPUN KOHTPOJMPYEMOU 30HBI, B Ipejiesiax KoTopoil pazmeriaercs obopynosanue MCIIJIH.

Knaccudukanus napymumreneit npeacrasieHa B Mojenu yrpo3 0€301acHOCTH MePCOHATBHBIX
naHHbIX Kaxaou UCIIIH.

11. Moaean yrpo3 6e30nacHOCTH

Jms UCII[IH oOpa3oBaTenbHONW OpTaHHW3aIlld{ BBIICISIOTCS CIEAYIONIMEe OCHOBHBIC
KaTeropuu yrpo3 06e30MacHOCTH MePCOHAIBHBIX TAHHBIX:
— YTpO3bI OT YTEUKH MO TEXHUIECKUM KaHaJIaMm;
— yrpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYyIA K WH(pOpMaInu:
® yIpo3bl YHUUTOXKEHUSI, XUIlleHus anmnapatHbix cpenctB UCIIJIn Hocuteneit unpopmanuu
nyTeMm ¢uzndeckoro gocryna k anemernTam UCI1/IH;
® yrpo3bl XHUIIEHHUS, HECAHKIMOHUPOBAHHON Moaudukanuu wid  OJOKUPOBAHUS
nHpopManuu 3a cueT HecaHKHuoHMpoBaHHOTO noctyna (HCI) c mnpumenenuem
MPOrpaMMHO-aNMapaTHBIX W TPOTPAMMHBIX CpEeACTB (B TOM 4HCJIE MPOTrPaMMHO-
MAaTeMaTHYEeCKUX BO3JACHCTBUN);
® yrpo3bl HENpEeJIHAMEPEHHBIX JEHCTBUIM MOJb30BATENCH M HapyHIeHHH Oe30MacHOCTU
¢dyakuuonupoBanus MCII[In u C3II[dH B ee cocraBe u3-3a cOOCB B MPOrPaMMHOM
obecrieueHUH, a TakkKe OT Yrpo3 HEaHTPONOreHHOro (cOOeB ammapaTrypbl Hu3-3a
HEHAJIC)KHOCTH JJIEMEHTOB, COOEB 3JIEKTPOMUTAHMS) U CTUXHIHOrO (yIapoB MOJIHUM,
M0>KapoOB, HABOJHEHUH U T.I1.) XapaKTepa.
— yIpo3bl IPEIHAMEPEHHBIX IEHCTBUI BHYTPEHHUX HAPYIIUTEIICH;
— yrpo3bl HECAaHKIIMOHUPOBAHHOTO JOCTYIA MO KaHalaM CBSA3H.
Ornucanue yrpo3, BEpOSITHOCTb UX peaIN3allii, ONTACHOCTh U aKTYaJIbHOCTh IIPECTaBICHBI
B Mojenu yrpo3 6e30macHOCTH MepcoOHaNbHBIX JaHHBIX Kaxkaoi MUCIT/IH.

12. MexaHu3M peaju3allMi KOHIENIHU

Peanuzarus Konnenium 10mKHa OCYIIECTBIISITHCS HA OCHOBE MEPCIIEKTUBHBIX MPOTPaMM

Y TUTAHOB, KOTOPBIE COCTABJISIOTCS HA OCHOBAHUU U BO MCIIOJIHEHHUE:!

— (benepanbHBIX 3aKOHOB B 0O0nacTh oOecrmeueHuss HHPOPMAIIMOHHON Oe30MacHOCTH U
3aIUThl HH(pOPMALINK;

— HOPMaTUBHO-NIPaBOBBIX akTOB lIpaBurenscrBa Poccuiickoii denepannu;

— PYKOBOJISIINX, OPTraHU3aIlMOHHO-PACTIOPSAUTEIBHBIX W METOJAUYECKUX JIOKYMEHTOB
®CTIK Poccuu;

— mnotpebHocteit UCII/IH B cpeacTBax obecneueHust 0€30MacHOCTH HHPOPMALIUH.
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13. Oxunaemblii 3¢ eKT 0T peau3anun KOHUENIUH

Peanuzanus Konnenuuu 6e3onacuoctu [1/1n 8 UCII[IH no3BosnT:

— oueHuth coctosHue Oe3zomacHoctn uHpopmanuu HWCII[H, BBISIBUTD HCTOYHHUKH
BHYTPEHHUX W BHEIIHHX YIpo3 MH(OPMAIMOHHON O€301MacHOCTH, ONPEACIUTh MPUOPHUTETHHIE
HaIpaBJICHUS IPEIOTBPALLICHUS, OTPAXKEHUS U HEUTpaIU3aluu 3TUX YIPO3;

— pa3paboTaTb  pacHOpSAUTENbHbIE W HOPMAaTUBHO-METOJAUYECKHE  JOKYMEHTBI
npumenutensHo Kk MCITIH;

— TnpoBecTu Kiaccudpukanyio u ceprudpukanuro MCI1/H;

— IPOBECTU OPraHU3ALMOHHO-PEKMMHBIE U TEXHUYECKUE MEPONPUITHS MO0 00eCHeUEeHUIO
6e3onacunoctu [1/1n B UCIIT/IH;

— o0ecneynTh HEOOXOIUMBIA YPOBEHb 0€30MaCHOCTH OOBEKTOB 3aIIHUTHI.

OcyiecTBieHHE 3TUX MEPONPUATUN 00ECleunuT CO3JaHUE €AMHOM, LEJIOCTHOW U
CKOOPJIMHUPOBAHHOM cucTeMbl HHGopMarroHHo# 0e3omacHoct UCII/IH u co3macT ycioBus st
€€ JAIbHEHUIIIEr0 COBEPLIEHCTBOBAHNS.

14. 3akaounTeIbHBIE MO0J0KEHUS
11.1. Usmenenus u gonoiaHeHUs: K KoHmenumy BHOCATCST 001uM coOpanrneM pabOTHUKOB
00pa3zoBaTeIbHON OpraHu3alluy, MPUHUMAIOTCS Ha €ro 3aCelaHuU M YTBEP)KIAIOTCS MPUKA30M
00pa3oBaTeNIbHOM OpraHu3aluy.
11.2. Tlocne npuHsATUA HOBOW penakiyu KoHuenmu npeapiaynas peaakius yrpaduBaeT
CHITy.
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