HNuadopManmnoHHaa NaMATKA JJIA O0YJIAIOIIXCA 1A pa3dMenle HUA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaXkIbIM TOZIOM MOJIO/IE’KH B MHTEPHETE CTAHOBUTHCSA OOJIBIIIE, a ITKOJIbHUKH
OJTHU M3 CaMbIX aKTUBHBIX II0Jib30BaTesied PyHera. Mexay TeMm, IMOMHMO
OTPOMHOT'O KOJIMYECTBA BO3MOXKHOCTENW, MHTEPHET HECET W IIPobOseMbl. JTa
IMaMATKa J0JKHA IIOMOYb Tebe 6€30IacHO HaXOAUThCS B CETH.

KoMmnproTepHbIE BUPYCHI

KoMIbloTepHBIE BHPYC - 5TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IIPOTPAMM,
OTJIMYUTEILHON  OCOOEHHOCTBIO KOTOPOM  ABJISAETCA  CHOCOOHOCTh K
Pa3MHOXKEHUIO. B l0MOJITHEHHE K 3TOMY, BUPYChI MOTYT ITOBPEIUTH HWJIH
MIOJTHOCTPIO YHHUYTOXKUTH Bce (Gailibl U JAaHHBIE, ITOAKOHTPOJIbHbIE
II0JI30BATENI0, OT UMEHU KOTOPOTO ObLJIa 3aIyllleHa 3apa’kEHHAs IIporpaMma,
a TaK’Ke TTOBPEINTD WJIH JIaKe YHUUTOKUTH OIEPAIMOHHYI0 CUCTEMY CO BCEMU
daiiytamu B 11€710M. B G0/IBIITMHCTBE CITydaeB paCIIPOCTPAHSIOTCS BUPYCHI Uepe3
WHTEPHET.

MeTOI[I)I 3allIUThI OT BPEAOHOCHBIX ITPOIPaMM:

1. cnionib3yii coBpeMeHHbIE OlepallMOHHbIE CUCTEMBI, UMEIOINE CEPhE3HBIN
YPOBEHB 3aIUTHI OT BPEJOHOCHBIX TPOTPAMM;

2. IlocrosgsHHO ycraHaBiuBayd mauyTu (1M@poBbIE 3aIIaTKHA, KOTOpbIE
aBTOMATHUYECKH YCTAHABJIMBAIOTCSA C MEJIbI0 IOPAOTKH MPOrpaMMBbl) U JAPYTHE
OOHOBJIEHHWSI CBOEHM olepamuoHHONW cucremMbl. CKaduBail WX TOJBKO C
oburnuanpHoro caita paspaborumka OC. Ecam cymecTByeT peXum
aBTOMAaTHUUYECKOTO OOHOBJIEHUSI, BKIIOUH €T0;

3. PaGoraii Ha cBoeM KOMIBIOTEpPE IO/ IpaBaMU MOJIb30BaTesisA, a He
aMUHHCTPATOpPa. JTO HE MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IIPOrPaMM
WHCTA/UIMPOBATBHCA HA TBOEM IIEPCOHAJIBHOM KOMIIBIOTEPE;

4. UHcnonp3yli aHTHBUPYCHBIE IIPOTPAMMHBIE IIPOAYKTHI  HM3BECTHBIX
IIPOU3BOAUTEJIEN, C aBTOMATUYECKUM OOHOBJIeHHEM 0a3;

5. Orpaanub GU3UYECKUU IOCTYH K KOMIIBIOTEPY /1 IOCTOPOHHUX JIUIL;

6. Vcrnionp3yll BHENIHUE HOCUTENN MHMOPMAIUHU, TaKUe Kak (QJiellka, AUCK
wiu (paiisl U3 UHTEPHETA, TOJbKO U3 PO epEHHBIX HCTOUHUKOB;

7. He OTKpbpIBal KOMIIBIOTEPHBIE (aWsIbl, IOJIyYeHHbIE N3 HEHAJEXKHBIX
HUCTOYHUKOB. Jlake Te (ailyibl, KOTOpPble MPUCIAJT TBOM 3HAKOMBIU. Jlydrie
YTOUHU y HETO, OTIIPABJISII JIU OH Tebe UX.

Cetun WI-FI

Wi-Fi - 370 He BU/ nepelayy JaHHBIX, HE TEXHOJIOTHs, a BCETO JIUIIHh OpeH/I,
Mapka. Eie B 1991 roay HUepJIaH/ICKasaA KOMIIAHUS 3apeTUCTPUPOBaia OpeH; T




«WECA», uro oboszHauano cioBocodetanue «Wireless Fidelity», xoTopblii
IIEPEBOTUTCA KaK «OeCIIPOBOTHASI TOUHOCTDY .

Jlo Harero BpeMeHH JioIIa Apyras abopeBuarypa, KOTopas ABJISIETCA TaKOU
’Ke TeXHOJIornel. to abbpesuarypa «Wi-Fi». Takoe Ha3zBaHue OBLIO JaHO C
HaMeKOM Ha CTaHJapT BbICHINN 3BYyKOBOUM TexHuku Hi-Fi, yTo B mepeBoje
O3HAYaeT «BBICOKAsI TOUHOCTh».

Jla, GecrutaTHBIM WHTEPHET-AOCTYN B Kade, OTEIAX U adpPONOPTaxX sSABJISIETCA
OTJINYHOM BO3MOXKHOCTBIO BbBIXO/Ia B HHTepHeT. HO MHOrHe SKCIIepThI
CUMTAIOT, YTO 001IenocTymHble Wi-Fi ceTu He ABJIsI0TCA 6€30I1aCHBIMU.

CoBeTslI 110 6€30IaCHOCTH PaboTe B OOIIEeAOCTYIHbBIX ceTax Wi-fi:

1. He mepegaBaii cBow juuHy0 nHpopManuoo yepe3 oomenocTymabie Wi-Fi
cetu. PaboTas B HUX, ’KeJIaTEJIbHO He BBOJAUTDH IAPOJIU JOCTYIA, JIOTUHBI U
KaKue-TO HOMepa;

2. Mcnosb3ylt 1 OOHOBJISI aHTUBUPYCHbIE IMPOTpaMMbl U OpaHmayep. Tem
caMbIM ThI 00€30I1acHuIIb ce0s1 OT 3aKAYKH BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkiatoun pyHkiuio « O0IUN JOCTYII K (aiiiam
U TnpuHTepamM». JlaHHasg GYHKIHUA B3aKpbiTa [0 YMOJIYAHUIO, OJIHAKO
HEKOTOpbIEe I0JIb30BaTeJN AKTUBUPYIOT €€ /A yA00CTBAa HMCIIOJIb30BAHUA B
paboTe i yuede;

4. He wucnonw3yit mybswuabii WI-FI g1 mepegaum JIMYHBIX JJaHHBIX,
HAIIpUMep /I BbIXOJA B COIIMAJIbHBIE CETU WU B BJIEKTPOHHYIO [IOUTY;

5. Umonb3yi ToJIbKO 3aiuiienHoe coequHenne yepe3 HTTPS, a ne HTTP, T.e.
ipu Habope Beb-asipeca BBOAU MMeHHO «https://»;

6. B mobunpHOM Tenedone oTkiatoun ¢GyHKnuo «Illopkmouenue k Wi-Fi
aBpToMaTuuecku». He oryckaii aBTOMaTU4eCKOTO MOIK/TIOUEeHHUs YCTPONCTBA K
cetsam Wi-Fi 6e3 TBoero corsiacus.

ConuasipHbIE CETH

CormuanpHbIE CETH aKTUBHO BXOJAT B HAIITY KU3Hb, MHOTHE JIFOAU PAaOOTAIOT U
J)KUBYT TaM IIOCTOSIHHO, a B Facebook y»ke 3aperucrpupoBaH MUJLIHAD]
YeJIOBEK, UTO SIBJISIETCA OJHOM CeAbMOM BCeX >KUTeJed IIaHeThl. MHorue
IIOJIb30BaTe/IM He IMOHUMAKOT, YTO HHMOpPMAaNusa, pa3MelleHHas WMH B
COITMATbHBIX CETAX, MOKeT ObITh Hal/ieHa U MCII0JIb30BaHA KEM YTOHO, B TOM
yucsie He 0053aTeTbHO ¢ 0J1aruMyu HaMepPEHUSIMU.

OCHOBHBIE COBETHI 110 0€30MaCHOCTU B COIIMAJIBHBIX CETAX:

1. OTpaHuYb CIUCOK Apy3€eil. Y TeOs B APY3bAX HE JIOJ?KHO OBITh CTyYalHbIX U
HEe3HAKOMBIX JIIOJIEH;




2. 3amuinan CBOI0 YacTHYIO *ku3Hb. He ykaspiBaul mapoJsiu, TesiepoHbI, aapeca,
7laTy TBOETO POKAEHUs U APYTYIO JUUHYI0 HHOOPMAIUIO. 3JI0YMBIIILIEHHUKN
MOTYT HCIIOJIb30BaTh Jlake MH(MOPMAIUIO O TOM, KaK Thl M TBOU POJIUTENIN
IUIAHUPYy€eTe TPOBECTH KAHUKYJIbI;

3. 3amuinau cBoIo peIyTaIuio - ep:KU ee B YUCTOTE U 33j/iaBail cebe BOIPOC:
X0Tes1 ObI ThI, YTOOBI JPYTHE II0JIb30BATEIU BUAEIU, YTO ThI 3arpy:Kaelrb?
[Tomymaii, mpeskie 4eM YTO-TO OITyOJIMKOBATh, HAIIMCATD U 3aTPY3UTh;

4. Ecsin Tl TOBOpUIIIB C JIIOJIBMH, KOTOPBIX He 3Haelllb, HE UCIOJb3yH CBOE
peasbHOE UM U JIPYTYIO JIUUYHYI0 UHGOpMAIUU: UM, MECTO KUTEJIbCTBA,
MECTO y4eObI U IPOYEE;

5. N36eraii pa3dmemenus ¢pororpaduii B IHTepHeTe, re Thl U300pa’keH Ha
MECTHOCTH, I10 KOTOPOU MO>KHO OIIPE/IEIUTh TBOE MECTOII0JIOKEHME;

6. [Ipu perucrpanuy B COIUAIBHON CETH HEOOXO0IMMO UCI0JIb30BaTh CI0KHbIE
[1apOoJI, COCTOSAINE U3 OYKB U UMD U ¢ KOJIMIECTBOM 3HAKOB HEe MeHee 8;

7. 11 conuaibHOM CeTU, MOYTHI U JPYTUX CAUTOB HEOOXOAMMO HCIIOJIH30BATh
pasHble maposu. Torga ecau Tebsi B3JIOMAOT, TO 3JI0YMBIIIIJIEHHUKY ITOJTydaT
JTIOCTYTI TOJIPKO K OZTHOMY MECTY, a HE BO BCE Cpasy.

BﬂeKTpOHHBIE AJE€HbI'

DJIEKTPOHHBIE JIEHBI'H — 35TO OUYEHb YZAOOHBIM CIoco0 IuIaTe:kel, OJHAKO
CYIIIECTBYIOT MOIIIEHHUKHU, KOTOPBIE XOTST HOJIYYUTh STH JIEHBI'H.

SJIeKTpOHHI)Ie A€HbI' IIOABUJINCH COBCEM HE€JABHO M MMEHHO HM3-3a 3TOI'O BO
MHOTI'HX I'OCyAapCTBax 40O CHUX IIOP HE IIPOIMIKMCAHO IIPO HUX B 3aKOHAX.

B Poccuu :xe oHM QYHKITMOHUPYIOT U O HUX Y?Ke IMMPOIMHMCAHO B 3aKOHE, T/e UX
pasaesdarT Ha HECKOJIBKO BUOB - aHOHUMHBIE 1 He aHOHUMHbIe. Pa3Hu1ia B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peniaeTcsa IIPOBOAUTD ONleparuu
6e3 uaeHTU(UKAIIUN II0JH30BaTeNsA, 4 B HEAHOHUMHBIX HeHTUDUKAITUN
I10JIb30BAaTEJIA ABISAETCA 003aTEIbHOM.

Taxske cieayer pasinyaTh HSJeKTPOHHBIE (HaTHbIE JIeHbI'd (paBHBI
TrOCyZJapCTBEHHBIM BaJII0TaM) U 3JIEKTPOHHbIE HedHaTHBIE AeHbIU (He PaBHBI
TrOCyZJapCTBEHHBIM BaIIOTaM).

OcHoBHBIE COBETHI 110 6€30TIaCHON PaboTe C 3JIEKTPOHHBIMHU JIEHBIAMU:

1. [TpuBsKY K cueTy MOOUIbHBIN TesieOH. DTO caMblil yIOOHBIN U OBICTPHIH
cr10co0 BOCCTAHOBUTD JOCTYT K cuety. [IpuBs3aHHbIN Tesle(OH TIOMOXKET, eCITU
3a0y/ielTb CBOU IJIATEKHBIN MMApoJIb VI 3alJiellb Ha CAUT ¢ HE3HAKOMOTO
YCTPOUCTBA;

2. Hcmosb3yid opHOpasoBble mnaposiu. [locie mepexona Ha YCUJIEHHYIO
aBTOpU3aNMIO Tebe y:ke He OyJIeT yTPOKaTh OMACHOCTh KPaXKU WIN IepexBaTa
IJIaTEKHOTO MapoJid;




3. Boibepu cioxkublii maposib. IlpectynmHukam OyzieT He IMPOCTO yrajaTh
CJIO’KHBIN TTapoJib. HajiexkHble mapoii — 3TO MapoJid, KOTOPbIE COZiepKaT He
MeHee 8 3HAKOB U BKJIIOUAIOT B €051 CTPOYHBIE U ITPOITUCHBIE OYKBBI, IIH(PHI U
HECKOJIPKO CHMMBOJIOB, TaKHe KaK 3HAaK Jlojuiapa, ¢pyHTA, BOCKIMIIATETHHBIN
3HaK u T.11. Hanpumep, StROng!;;

4. He BBOJH CBOHU JIMUHbIE TaHHBIE Ha CaﬁTaX, KOTOPBIM HE JOBEPAECIID.
BHGKTpOHHa}I IIOHTa

JJIEKTPOHHAA MOYTAa — 5TO TEXHOJIOTHSA W IPEJOCTaBJIsIEMbIE €10 YCIIYTH II0
IepecbiIke W IIOJIyYEeHHI0  BJIEKTPOHHBIX  COOOINEHWM,  KOTOpbIe
pacIpesiesiaioTes B KOMITbIOTEpHON ceTh. OOBIYHO 3JIEKTPOHHBIN MTOYTOBBIN
SIMUK BBITJIAUT CJIEAYIONM 00pa3oM: MMS_MOJIb30BaTe IsI@UMS_IOMeHA.
Taxske Kpome nepefiauy IPOCTOro TEKCTA, UMeeTCA BO3MOXKHOCTb IlepeZlaBaTh
daiibl.

OcHOBHBIE COBETHI 110 O€30IIaCHON paboTe C SJIEKTPOHHOM ITOYTOM:

1. Hapo BbIOpaTh NpaBUIbHBIN IOYTOBBIU cepBUC. B NHTEpHETEe eCTh OTPOMHBIN
BBIOOpP OeCILUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUllle JIOBEPATH TEM, KOTO
3Haelllb U KTO IIEPBbI B PEUTHUHTE;

2. He yka3pIiBail B JIUUHOH TOUTe JINUHYIO0 UHPopManuo. Hanmpumep, jyuiie
BBIOpATh «My3bIKUIbHBIN__(haHAT@» WU «POK2013» BMecTO «TeMal3»;

3. Mcnonp3yit IByX3TAITHYI0 aBTOPU3AIMI0. DTO KOT/a IOMUMO IapOoJis HY>KHO
BBOJIUTH KOJI, ITPUChLIaeMblH 110 SMS;

4. Bp10epu CJIOKHBIN TAapoJib. [[JIs KayKA0T0 MOYTOBOTO AIIMKA JIOJI?KEH OBbITh
CBOU HAJIe>KHBIM, yCTOMYUBBIU K B3JIOMY [1apOJIb;

5. Eciu ecth BO3MOXKHOCTh HAINMCAaTh CaMOMY CBOM JIMYHBIM BOIIPOC,
HCIOJIb3YH 3Ty BO3MOKHOCTb;

6. Hcmosbp3ydl HECKOJIBKO IIOUYTOBBIX SAITUKOB. I[lepBbIM [J1s1 YacTHOU
IIEPENUCKH C aJjpecaTaMM, KOTOPBIM ThI JOBEPsIEIIb. ITO JIEKTPOHHBINA ajapec
He Ha/I0 UCII0JIb30BaTh IPU perucTpanuu Ha (opyMax U cauTax;

7. He oTkpbiBali ¢aiiyibl U JIpyTHE BJIOKEHHs B IHUChbMaX Ja)Ke €CJIU OHU
MIPUIILIN OT TBOUX JIPy3ei. JIyulle yTouHU y HUX, OTIIPABJISIJIH JIK OHU Tebe 9TH
daitbr;

8. Ilocne okoHuaHWsA PabOTHl Ha IIOYTOBOM CEPBHCE IIE€peN 3aKPHITHEM
BKJIAQJIKU C CAITOM He 3a0y/lb HaXKaTh Ha « BBIATH».

KubepOy iyIuHT WIN BUPTYyaJIbHOE U3/€BaTEILCTBO

KubepOysiimHT  —  mOpecjiefjoBaHHE  COOOIIEHHAMH,  COAEpKaIUMH
OCKOpOJIEHHSI, arpeccuio, 3alyTuBaHWe; XYJUTAHCTBO;  COIlHMAJIbHOE
OOMKOTHPOBAHHE C IOMOIIBIO PA3IMYHBIX UHTEPHET-CEPBHCOB.




OcHoBHBIE COBETHI 110 HOPHOE ¢ KNOEPOYITUHTOM

1. He 6pocatics B 60#. JIydmruii criocob: mocoBeToBaThCs Kak cebsi BECTH U, ECIIU
HET TOTO, K KOMy MOXXHO OOpaTHThCS, TO BHAaYaje YCIOKOUThCS. EC/IH ThI
HaYHEeITb OTBEYaTh OCKOPOJIEHUSAMU HAa OCKOPOJIEHUsI, TO TOJIBKO ellle OOJIbIIIe
Pa30oKIKeNTb KOH(JIUKT;

2. YripaBJisiii CBoe KubeppeIrryTamyei;

3. AHOHUMHOCTD B C€TH MHHMas. CymeCTBYIOT CII0COOBI BBIACHUTDL, KTO CTOUT
34 dHOHHUMHBIM daKKQyYHTOM;

4. He croutr BecTn XysJWUTaHCKUN 00pa3 BUPTYaJIbHOU KU3HU. VHTEpHET
duKcupyeT Bce TBOU JIEHMCTBUS M COXpaHAET UX. YAAIUTh UX Oy/leT KpaliHe
3aTPYIHUTEIIHHO;

5. Cobutt0/1a11 CBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupy?i emuHWUYHBIM HeraTuB. OAHOpPA30BbIe OCKOPOUTETbHBIE
COOOINeHUs JIydilne HUTrHOpupoBaTh. OOBIYHO arpeccHs IpeKpallaeTcs Ha
HavyaJIbHOM CTa HH;

7. ban arpeccopa. B mporpammax ob6MeHa MTHOBEHHBIMU COOOIIEHUSIMU, B
COITUATIbHBIX CETAX €CTh BO3MOXKHOCTh OJIOKUPOBKHU OTIIPABKU COOOIIEHUH C
ompezieJIEeHHbIX aJIPeCcOoB;

8. Eciu Tl cBUzeTeNnb knbepOy/uinHra. TBOU AEWCTBUSA: BBICTYIIUTh ITPOTUB
npecjefoBaTess, IOKa3aTh €My, UTO €ro JIeHCTBUsA OlIEHUBAIOTCS HETaTUBHO,
TIO/I/IepKaTh JKEPTBY, KOTOPOU HY’KHA ICUXOJIOTHYECKasl IIOMOIIb, COOOIUTD
B3POCJIBIM O (haKTe arPEeCCUBHOTO ITOBEJIEHHS B CETH.

MoO6uIbHBIH TeTedoH

CoBpemeHHbIe cMapT¢OHBI U IJIAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POCIIBIH
(QyHKIMOHAJI, U Tenepb OHU MOTYT KOHKYPHPOBAaTh CO CTAallMOHAPHBIMU
koMnbloTepamMu. OJIHAKO, CPEACTB 3aIUTHI AJi MOAOOHBIX YCTPONCTB IOKa
odyeHb MaJsio. TecTupoBaHUe U MOUCK YA3BUMOCTEN B HUX IIPOUCXOJUT HE TaK
WHTEHCUBHO, Kak /i [1K, To ke camoe kacaeTcsi U MOOWIbHBIX IPUJIOKEHUH.

CoBpeMeHHbBIe MOOWIbHBIE Opay3€ephl yiKe MPAKTUUECKH JIOTHAIU HACTOJIbHBIE
aHAJIOTH, OJIHAKO pacuIupeHue (YHKIHMOHAMIA BJIEUYET 3a CcOOOU OOJIBIILYIO
CJIO?)KHOCTh U MEHBIIIYIO 3aIUIIEHHOCTb.

,Z[B.JIGKO HE BCE IIPOU3BOAHNTEJIM BBIIIyCKAIOT O6HOBJ’I€HI/I}I, 3aKpbIBalomiue
KpUTH4YE€CKHUE YA3SBUMOCTHU OJId CBOUX YCTpOfICTB.

OcHOBHBIE COBETHI /11 6€30I1acCHOCTH MOOUIBHOTO TesiehOHa:

1. Huuero He siBjIsieTcs mo-HacTosAIeMy OecriaTHBIM. Bysib OcTOpOsKeH, Beb
Korja Tebe IIpejjiaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITH CKPBITHI
KaKHe-TO IUIATHbIE YCIIYTH;




2. Jlymau, rnpesxze yemM oTrnpaButbh SMS, ¢poTo miu Bujieo. Thl TOYHO 3HAEIIID,
r7e OHH OyAyT B KOHEYHOM HTOTe?

3. Heob6xo1Mo OOHOBJIATH ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(OHa;
4. lcriosib3yl aHTUBUPYCHBIE ITPOTPAMMBbI JIJI MOOUIBHBIX TeJIE(DOHOB;

5. He 3arpy:kaii mpuaoKeHHs OT HEU3BECTHOTO MCTOUYHUKA, BEAb OHU MOTYT
coJlepsKaTh BPEIOHOCHOE ITPOTPAMMHOE 00ecIieueHue;

6. [Tocste TOro Kak Thl BBIWJIEIIH C CAKTa, I/I€ BBOAWII JIUUHYIO HHGOPMAIIHIO,
3aiiiu B HACTPOUKM Opay3epa u yaaiu cookies;

7. Ileppoguyecku IIpoBepAN KaKue IJIaTHbIE YCIYTU aKTUBUPOBAHBI HA TBOEM
HOMepE;

8. JlaBaii cBoil HOMep MOOWJIBHOTO TejedOHA TOJBKO JIIOAAM, KOTOPBIX ThI
3HAEIIb U KOMY JIOBEPSIEllb;

9. Bluetooth momkeH ObITH BBIKJIIOUEH, KOT/Ia Thl UM He IOJIb3yelbes. He
3a0bIBail HOT/IA IPOBEPSATH JTO.

Online urpsr

CoBpeMeHHbIE OHJIANH-UTPHI - 3TO KPACOUHBIE, 3aXBAThIBAIOIINE Pa3BI€UEHN I,
00beAUHSIONINE COTHU TBHICAY UEJIOBEK II0 BceMy MHUpPY. MITPOKH HCCIeayroT
JAaHHBIA UM MHUDP, OOIAIOTCA ZIPYT C IPYTOM, BBITIOJTHAIOT 3aJ]JaHUSA, CPaXKatOTCsA
C MOHCTPAMH U TIOJIy4aiOT OMBIT. 3a YAOBOJBCTBHE OHU IUIATST: MOKYIAIOT
JIUCK, OTJIAUUBAIOT aO0OHEMEHT WU MPHUOOPEeTAIOT KaKHUe-TO OIITUM.

Bce aTu cpeacrBa uAyT Ha NOJJIep:KaHUe U PAa3BUTHE UTPHI, a TaK:Ke HA caMy
6€30IacHOCTh: COBEPIIEHCTBYIOTCSI CHUCTEMBI aBTOPU3AIMH, BBIIYCKAIOTCS
HOBble TaTuW (UUpPOBBIE B3amIaTKA /I MPOTPAMM), 3aKPBIBAIOTCHA
YA3BUMOCTHU CepPBEPOB.

B mo100HBIX UTPaxX CTOUT OIMACAThCS HE CTOJBKO CBOUX COIMIEPHUKOB, CKOJIBKO
KpO)KH TBOEro IapoJisi, Ha KOTOPOM OCHOBaHAa CHCTEMa aBTOPHU3AIUU
OOJIBIIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30IaCHOCTH TBOETO HUI'POBOT'O aKKayHTa:

1. Ectt apyroii urpok BejieT cebsl IJI0XO0 WJIH CO3/aeT Tebe HeMPHUSITHOCTH,
3a0JIOKUPYHU €ro B CIIUCKE UTPOKOB;

2. [Toxkasyiica aJIMUHUCTPATOPaM UTPhI Ha IJIOXO€E MOBEJIEHHE STOTO UTPOKA,
»KeJIaTeJIbHO MPUIOKUTH KaKHUe-TO JJ0Ka3aTeJIbCTBa B BUJIE CKPUHOB;

3. He ykaspiBall INUHy0 HHGOPMAIMIO B Ipodailie Urphl;
4. YBakaul IpyTrUX Y4aCTHUKOB I10 UTPE;

5. He ycranaBiuBail HeopuiiuaabHble TATIYU U MOJIBI;




6. Mlciosip3yii C10:KHbBIE U pa3Hble IapoJIy;

7. ,Z[ame BO BpeMA UTPBI HE CTOUT OTKJIIOYATh aHTHUBUPYC. IToka TbI HUrpaenib,
TBOU KOMIIBIOTEP MOTYT 3apPa3UTh.

OUIIUHT WIN KpaXa JIMYHbIX JaHHbIX

OOBIUHOH Kpamei/’l AC€HET 1 JOKYMEHTOB CETrOJHA YK€ HUKOI'O HE YIWUBUIIb, HO
C pa3BUTHEM I/IHTepHeT-TeXHOJIOI‘I/Iﬁ 3JIOYyMBIIIIVIEHHUKHN IIEPEMECTHJ/INCh B
HWHTEPHET, U IIPOAOJIZKAIOT 3aHUMATbCA «JIIOOMMBIM » AE€JIOM.

Tak mosBWIach HOBasg yrpo3a: WHTEPHET-MOIIEHHWUYECTBA WM (QUIIUHT,
IJIaBHas I1€JIb KOTOPOTO COCTOUT B MOJIyYeHUU KOHGPUIEHIINAIBHBIX JaHHBIX
II0JIb30BaTeJIel — JIOTMHOB W maposiedi. Ha auriuiickom s3bike phishing
yuraercs kak ¢pumuHr (ot fishing — priOHas 0B, password — mapoJis).

OcHoBHBIE cOBeTHI 110 6H0pbbe ¢ PUITMHTOM:

1. Cyteau 3a CBOMM akKayHTOM. ECJIH ThI 110/103p€eBaelllb, UTO TBOSI aHKeTa ObLiTa
B3JIOMaHa, TO HEOOXOIMMO 3a0JI0KHPOBATh €€ U COOOIUTD aJIMUHUCTPATOPaM
pecypca 00 3TOM KaK MOKHO CKOpEE;

2. HMcrionp3y 6e3omacHbie BeO-caliThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Hcmonb3yil ciiokHble U pas3Hble Mmaposu. TakuM obpa3oMm, eciu Tebs
B3JIOMAIOT, TO 3JIOYMBINJIEHHUKH IOJIydaT JAOCTYII TOJIBKO K OJTHOMY TBOEMY
mpoguIio B CETH, a HE KO BCEM;

4. Eciu Tebst B310MasH, TO HEOOXOAUMO PEAYIIPEAUTD BCEX CBOUX 3HAKOMBIX,
KOTOpble a00aBjeHbl y TeOA B JIPy3bsIX, O TOM, YTO Tebs B3JIOMalN H,
BO3MO’KHO, OT TBOEro HMeHH OyJIeT pacchLIaThCsl CIIaM M CChUIKM Ha
(UIITMHTOBBIE CAWTHI;

5. YcranoBu HaziexkHbIN 1aposib (PIN) Ha MoOMIBHBIN TesiedOH;
6. OTKJIIOUH cOXpaHEeHUe MapoJisi B Opay3epe;

7. He oTkpbiBail ailjibl U ApPYyrHUe BJIOKEHUA B MUCHbMAX Ja)Ke eCJIU OHU
MIPUIIUIN OT TBOUX JIpy3ei. JIyulllie yTOUHU y HUX, OTIIPABJISLIIN JIM OHU Tebe 3TH
daiiibl.

[udposas penyranus

[MudpoBas pemyTanus - 3TO HeTaTUBHAA WJIN NO3UTHUBHAA NH(POPMAIUA B CETH
o Tebe. KommmpomeTtupyrotias nHdopMarusa pa3MellleHHasA B MTHTEPHETE MOYKET
CEpPhE3HBIM 00pa3oM OTPa3UThCS HA TBOeU peaysibHOU kusHU. «[{udposas
penyTanusa» - 3TO TBOU UMUAXK, KOTOPBIU (popMupyeTcsa n3 nHdopManuu o
Tebe B UHTEPHETE.




TBOe MeCTO JKUTEIbCTBA, YUeObl, TBOE (PMHAHCOBOE IOJIOXKEHHE, 0COOEHHOCTHU
XapaKTepa U PaccKkasbl 0 OJIU3KHUX - BCE 9TO HAKAIIUBAETCS B CETH.

MHorue MOAPOCTKU JIETKOMBICJIEHHO OTHOCATCS K IyOJIMKAIIUU JIMIHOU
uHdopmanuu B IHTepHeTe, He IOHMMAasi BO3MOXKHBIX TIOC/IeACTBUU. ThI faxke
He CMOKeIllb JOTaAaThCsA 0 TOM, UTO poTorpadus, pa3melieHHas 5 JIeT Ha3a/l,
cTasia IPUYNHOU OTKa3a MPUHATH TeOSA HA paboTy.

KomMmenTapuu, pa3MmeleHue TBoux ¢ororpaduii u pyrue 1eiCcTBUS MOTYT He
HCUYEe3HYTh JIa’Ke I0CJIe TOTO, KaK ThI UX YAAIUIIb. Thl HE 3Haelllb, KTO COXPAHUIT
3Ty uH(pOpMaNUIo, Molaja JIU OHA B IIOUCKOBBIE CUCTEMBI M COXPAHUJIACH JIU
OHa, a IJIaBHOE: UTO IOAYMAIOT O Tebe OKpy»Karollee IO, KOTOpble HAWIyT U
yBUZAT 3T0. HatiTu mHGOPMAIMIO MHOTO JIET CITyCTS CMOKET JII000H - KaK U3
OOPBIX MOOYK/IEHU, TaK U ¢ HAMepeHUeM IPUUUHUTH Bpel. DTO MOKET ObIThH
KTO YTOJTHO.

OcHOBHbBIE COBETHI T10 3a1uTe U(PPOBOU peryTaluu:

1. [Toymaii, ipekzie 4eM 4To-TO IyOJTMKOBATh W IlepeaaBaTh y cebs B Osiore
WJIU B COITMAJIBHOM CETH;

2. B Hacrpouikax mpoduid yCTaHOBU OTPAaHUYEHHsS HA IPOCMOTDP TBOETO
podusid U ero COAEPKUMOTO0, ciejIall ero TOJIBKO «JJIf APYy3ei»;

3. He pazmeraii u He yka3biBall nH(GOpPMAIUIO, KOTOPasi MOKET KOTo-JIn00
OCKOPOJIATH WU OOUKATh.

ABTOpCKOE IPaBO

CoBpeMeHHbIE  IIIKOJIPHUKH-  aKTUBHBIE  IOJIB30BATENH  ITUGPOBOTO
npocrpaHcTBa. OJTHAKO JaJIeKO HE BCE 3HAIOT, YTO II0JIb30BAHHE MHOTHMU
BO3MOKHOCTSIMU ITPOBOro Mupa TpebyeT coOIofeHuss TMpaB Ha
HMHTEJJIEKTy UTHhHYIO COOCTBEHHOCTb.

TepMUH «HHTEJIEKTyaJIbHAsA COOCTBEHHOCTh» OTHOCUTCA K Pa3IUYHBIM
TBOPEHUSM YeJIOBEUECKOTO YMa, HaUMHAs C HOBBIX U300pEeTEeHUU U 3HAKOB,
o003HaUaOINX COOCTBEHHOCTh Ha IPOAYKTBI U YCJIYTU , W 3aKaHYUBas
KHUTaMU, ¢ortorpadpuamu, KUHO(pUIbMaMU 51 MY3bIKaJIbHbIMU
MIpOU3BeIEHUAMM.

ABTOpCKHe TIpaBa - 5TO IIpaBa Ha HHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTH Ha
IIPOU3BeeHU HAYKU, JIUTEPATYPHI U UCKYCCTBA. ABTOPCKME IIPAaBa BBICTYIIAIOT
B KauecTBe TapaHTUH TOTO, YTO MHTEJUIEKTyaJIbHBIM/TBOPUECKUN TPy aBTOpa
He Oy/IeT HaIlpacHbBIM, IaCT €My CIIpaBeIMBbIe BO3MOKHOCTH 3apaboTaTh Ha
pe3yabTaTax CBOETO TPy/a, IMOJYyYUTh U3BECTHOCTh U Mpu3HaHue. HukTo 6e3
paspelieHus aBTOpa HE MOKeT BOCIPOU3BOJUTH €ro MpPOu3BeJleHuE,
pacIpoCTpaHATh, MyOJUUYHO JeMOHCTPUPOBATH, MIPO/IaBaTh, UMIIOPTUPOBATh,
MycKaTh B MPOKAaT, IMyOJIMYHO UCIOJHATH, MOKA3bIBaTh/UCIOJIHATL B 3dupe
WM pa3Melnarts B ITHTepHeTe.




Vcnosb30BaHME «TUPATCKOTO» IIPOTPAMMHOTO OOecIieueHUs MOKET IIPUBECTH
K MHOTHUM pHUCKaM: OT MOTEPH JIAHHBIX K TBOUM aKKayHTaM J0 OJOKMPOBKH
TBOETr0 YCTPOMCTBA, IJ/le yCTAHOBJIEHHBIN He JierajibHas mporpamma. He crout
Takyke 3a0bIBaTh, UTO CYIIECTBYET JieTaJibHble W OecryiaTHbIe MPOTPAMMEBI,
KOTOpbIE MOKHO HAWUTH B CETH.

O noprane

CeTeBUUOK.p( - TBOU IJIaBHBIU COBETUMK B CETU. 3/I€Ch Thl MOKEIIIb y3HATH O
6e30I1aCHOCTH B CETH ITOHATHBIM U JIOCTYITHBIM SI3bIKOM, 2 ITPU BOSHUKHOBEHU U
KPUTHUYECKOU CUTYaIluU OOPATUTHCA 32 COBETOM. A TaKyKe IMIPUHATH yUaCTHE B
KOHKYypCax U CTaTh caMbIM IIU(MPOBBIM IPKIAHUHOM !




